Administrator Guide

IBM Content Management Offering

Alex Melament

Igor Kostirev
Yardena Peres

Noam Shmueli

Yuval BarakCorren

Version 2.2

September 2010

IBM Research i Haifa



Notices

Seconcedition Septembe010)

For information, contacAlex Melament, melament@il.ibm.com

I nternational Business Machines Corporation provides this pt
implied. Some states do not allow disclaimer of expressnptied warranties in certain transactions; therefore this statement
may not apply to you.

This publication may contain technical inaccuracies or typographical errors. While every precaution has been taken in the
preparation of this document, the publislaed author assume no responsibility for errors or omissions. Nor is any liability
assumed for damages resulting from the use of the information contained herein. Changes are periodically made to the
information herein; these changes will be incorporatedeiw editions of the publication. IBM may make improvements and/ or
changes in the product(s) and/or the program(s) described in this publication at any time.

IBM, the IBM logo, and ibm.com are trademarks or registered trademarks of InternationalsBlawhines Corporation in the

United States, other countries, or both. If these and other IBM trademarked terms are marked on their first occurrence in thi
information with a trademark symbdE( or E), these symbols indicate U.S. regist
IBM at the time this information was published. Such trademarks may also be registered or common law trademarks in other
countries. A current list of IBM trademarks is avhl@a on the Web at "Copyright and trademark information" at
www.ibm.com/legal/copytrade.shtml

Other company, product, or service names may be trademarks or service marks of others.

a Copyright BM Corporation2010. All rights reserved.

2 1 Notices IBM Content Management Offering Administrator Guide


mailto:melament@il.ibm.com
http://www.ibm.com/legal/copytrade.shtml

Preface

Purpose

This is thelBM Content Management Offerin@KO) Administrator Guide. It contains
instructions for activating and configuring CMO as well as descriptions of all CMO services
andadministrativeconsole features.

Intended Audience

This guide is intended for IT professionals and system administrators. Familiarity with the
following products is assumed:

A IBM WebSphere\pplication Serverv 7

A IBM Tivoli Directory Serverv 6.1 (optional)
A IBM Content Managev 8.4

A IBM DB2v8.1orlate
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1 Introduction to CMO

IBM Content Management Offerin@MO) is an open and extendable system for medical
datamanagement, enabling organizations to easily exchange, store, panckssrieve

digital medical media. CM@ based on the principles $érvice Oriented Architecture

(SOA), a businesgentric IT architectural approach that supports integrating your business as
linked, repeatable business tasks or servicB¥O provicesa comprehensive portfolio of
services integrated into a single powedalution. This approach enables healthcare
organizations to

A Select only those services needed

A Implement an aggregated or federated approach for medical data management
A Avoid being locked irto a single vendor

A Use powerful management services that enablebased system configuration and

a comprehensive view of the current system status

CMO services interoperate by exchanging Xlthsed messagéor Bus Messagei via

the CMO Service Integration Bus CMO executes predefindtbws, eachdefining a specific
path thathe Bus Message takes as the Service Integration Bus moves it between dervices
address specific business task

CMO comes with a welbasedadministrative consolihat providesomprehensive
managemet capabilities, such as centralized service configuratimmjnuoussystem status
monitoring andviewing diagnosticgata collected for CMO services and infrastructure

This guide is organized as follows:

A Chapter 2 System Activationi provides instructions fastartingup and shutting
downCMO, as well as accessing the admin console

A Chapter 3CMO Configuration i providesgenerainformation aboutonfiguring
CMO, messge flows, and deployment

A Chapter 4 CMO ServicesConfiguration i provides instructionfor viewing and
modifying each servicéype configuration.

A Chapter 5 Diagnostic§ provides information about thidiagnosticsview of the
console.
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2 System Activation

2.1 Starting CMO

NOTE: Prior to starting CMO, you mugnsurethat IBM Content Manager, IBM Tivoli
Directory Serve(if used as an LDAP server for managing CM&&rs)and DB2 are up and
running

CMO is startedy starting the IBM WebSphere Application Serpeofile that was created
and on which CMO services were deployed during CMO installation.

To start the CMO:

A If you are using Windows, iwindows Explorer, avigate to
€ \IBM\CMO\scriptdWAS, and then doublelick serverStart.bat.

A If you are using AIX, inthehellwindow navi gate to é/scripts/
serverStart.sh.

2.2 Shutting Down CMO

Shut downCMO by stoppinghe IBM Web$here Application Servearofile that was
created and on which CMO services were deployed during CMO installation.

To shut down CMO:

A If you are using Windows, iwindows Explorer, navigate to
€ \IBM\CMO\scriptdWAS and doublelick serverStop.bat

A If you are using AlX, in theshellwindow navi gate to é/scripts/
serverStopsh.

8 { System Activation IBM Content Management Offering Administrator Guide



2.3 Accessing the CMO Administrative Console

To access the CMO console:

1. Inyour web browser, enter the URL httgitost:<port>/CMO/, where<host is
the name of the computer on which CMO is installed<polt> is the HTTP
transport port number provided in tAboutThisProfile.txt file (seepagel?)). The
Welcome screen of the CMO administrative sale isdisplayed.

Content Management Offering

Welcome

Username

Password

Login

Figure 1: CMO Admin Consol&Velcome screen

2. Enter the username and password of a CMO administrativeTireeEMO offering
comes with preconfigured default initial user "admin" and password "adminp".

See "Managig Administrative Users and Passwords" on fb@jer additional
information about adding and removing administrative users.

3. Click Login to enter the CMO consol&he Monitor view is displayed

The CMO cmsolecontainghree viewsd Monitor, Configurationand Diagnostics
and all are accessible via the control bar displayed in the uppehédgttarea of the
console.

o The Monitor vew allows youo view all currently active services as well as the
number of active instances for each serviseethe CMO Monitor View section
on page€l2 for additional information.

NOTE: Servicedlisplayed in the Monitor view are only those services that are
currently active (up and running) on your CMO system.

o0 The Configuratiorview of the console allows you to view all available message
flows and to define the behavior of all servicése Chamr 3 CMO and Chapter
4 CMO Servicedor additional information.
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o0 The Diagnostics viewlisplays all notificationgdiagnostic datajent by the
CMO servicesSee Chapter Biagnosticon page/7 for additional information.

2.4 Managing Administrative Users and Passwords

Administrative users are allowed to log into the CMO Administrative Cerssal perform
administrative tasks such as configuring services, monitoring system atatusewing
system diagnostics. CMO comes wiitie preconfigured initial user "admin" and password
"adminp".To add or delete administtive users or change passwords for existing usses,
thescripts provided in the CMO folder.

Setting/Changing Passwords

To add new administrator users or to change passwords for existing usehng, use t
setpasswad.sh (for AlX) and setpasswd.bat (for \Wive) commands

NOTES

A Only super users can run this script.

A The order of parameters is importahtst theusername first, followed by the
password.

A This script does not requiu to restart theystem. Changes take effect the next
timeyoulog in tothe Adminconsole

To add new usersr change password$or existing users:
Windows:

1. Open the command prompt and navigateciiptdCMO, located under the CMO
installation root

2. Runsetpasswdbat <username> <new password>.
AlX:

1. In the shell windownavigate to scripts/CMQocated under the CMO installation
root

2. Run .betpasswd.skkusername> <new password>.

Both the user name and password are case sensitive. If no parameters are entered,
instructions for using the script are displayed.

Deleting Users

To delete administrative users, usedeleteuser.sh (for AIX) and deleteuser.bat (for
Windows)commands

NOTES:

A Only super users can run this script.
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A This script does not require a systegstart. Changes take effect the next time an
attempt is made tiog in tothe admin console

To delete users:
AlX:

1. In the shell window, navigate to scripts/CMO, located under the CMO installation
root.

2. Run .Heleteuser.shkkusername>.
Windows:

1. Open commangrompt and navigate to scripMO, located under the CMO
installation root

2. Rundeleteuserbat <username>.

If no parameters are entered, instructions for using the script are displayed

IBM Content Management Offering Administrator Guide System Activation q 11



3 CMO Configuration

CMO is deployedwith pre-defineddefault configuationsettings. These settings can be
modified as necessary using the Configuration view of the CMO administrative console.

The Configuratiorview allows you to view all available message flows and to define the
behavior of all ervices(explained in Chaptef).

This chapter includes the following sections:
A CMO Monitor View, below
A Messagd-lows, pagel 4
A Configuring the Console, pad®
A Deployment, pagé6
A

Monitoring Port Activity, pagel?

3.1 CMO Monitor View

Whenyou launchthe CMO console, the Moniteiew is displayed, showing all services that
are currently active, as well as the number of active instances pees&wte that more than
one instance of a service can be deployed for load balancing purposes.

The system updatekeinformation displayed in the Monitaiew according to theolling
frequency configured in the Consaenfiguration editoof the Configuationview. See
Consoleon pagel6 for additional informationThe Monitor view shows active services
connected via the CMO Service Integration Bus

12 9 Configuring CMO IBM Content Management Offering Administrator Guide
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CMO Service Integration Bus

1BM CM Archiver

Figure 2: Monitor view

Clicking anywhere in the title bar of a service displays two optioms for configuring the
service and the other for viewing the service details.

{';, Configure

Cetails

Figure 3: Service menu

Clicking Configure takes you to the Configuratiaiew of the consoledirectly to the editor
of the selected servic€or information about configuring services, €80 Services
Configurationon pagel8.

Clicking Details opens a dialog displaying a table listing all active service instances. For each
instance, th¢D, location, and amount of time (in minutes) thatittetancehas been active
are displayed.
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™7
Active Service Instances: :I"-.H‘

id Location Uptime {mins)

srv-pandaMode02Cell_srv- | srv-panda[9.148.15.185] | 16026.97
pandaMNodedl_AdminServ
er

Figure 4: Serviceinstances

3.2 Message Flows

Flowscombine services to create business flows and define the painteasage takes as
the Service Integration Bumsoves it between serviceBhe Flows branch of the
Configurationnavigationtree(see the panel on the lefthigure5) allows you to view all
CMO flows.

The Success Flow Stepsea(see the panel on the top rightFigure5) displays the
successful path for each flow, and the Flow Details @eathe panel on the bottom right in
Figureb) displays thdull set of possibilities foreach step of the flowl his shows what
happens when a step is successful as well as what happens when a stegrisgls.box
displayed before a branch name in the Flow Details area indicates a successful result of
message processing by a service, waited box indicates an error.

The SuccesBElow Stepsarea and the Flo®etails area are synchronized in terms of selection

i selecting a service in the Success Flow Steps area causes the selection of the same service
in the Flow Details area, expanding thee if necessary. Selecting a service at the bottom

also modifies the selection in the top area as well.
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The image below displays tldetails of thgpandac-find-flow.

¥ = Flovs

panda-c-find-flow Configuration

] panda-zero-flow Success Flow Steps
|_] panda-a=zseciation-flow

] panda-notification-flow

|_] panda-c-find-flow

] panda-c-stora-flow

|_] pandz-c-mave-flow DICOM In | IBM CM Archiver | DICOM In

] panda-c-move-find-flow
|_] panda-storage-commit-flow

] panda-hi7-flow

B Services
] Censcle =
[ peployment Flow Details
¥ DICOM In
v W -uccess

¥ IEM CM Archiv
v M success
¥ DICOM In
M success
W s=rvice-default-errar
W bus2me-routing-error
¥ M ==rvice-default-error
¥ DICOM In
M success
W s=rvice-default-errar
W bus2me-routing-error
¥ M busZme-routing-error
» DICOM In

M ==rvice-default-arror

Figure5: Flow details

The following flows are available:

A

pandazeroflow 1T Automaticallyredirectsall incoming request® the specific

business needsriented flow based on parameters of the entity that establishes
contact with CMO

pandaassociatiorflow i Defines theflow for procesgg an association request
from a peer DICOMentity.

pandanotificationflow i Defines thdlow of CMO system messages containing
servicediagnostics data

pandx-c-find-flow i Defines theflow for processing £-FIND requesfrom a peer
DICOM entity.

pandac-storeflow i Defines thdlow for processing £-STORE requedtom a
peer DICOM entity

IBM Content Management Offering Administrator Guide
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A pardac-moveflow i Defines theflow for processing £-MOVE requesfrom a

peer DICOM entity

A pandac-movefind-flow i Defines theflow for processing a ®OVE request from
a peer DICOMentity. This flow ses C-FIND intermediate internally for filtering

nonauthorized results

A pandastoragecommitflow i Defines theflow for processing a Storage Commit
requesfrom a peer DICOM entity

A pandahl7-flow i Handlesdifferent type of HL7 messages by sending the relevant
parameters to th&M CM Archiver servicefor updating data ithe Content

Manager

3.3 Console Configuration

SelectingConsolefrom the Configuratiomavigationtree allows you t@onfigure the settings
of the administrative console application itself. This includes definitionedéttel used for
logging performed by the console application and configutingme status monitoring

settings.

The admin console periodically sends requests to the Admin Saskitey for the latest
updated system status, suchteslist of services that are currently actiVhis information is
then used in the Monitor vieof the console. Runtime statusnitoringby the consolean
be either enabled or disabled. Note that disabling the monitor doaBetithe CMO
servicesand does not stop tracking of the service status by the CMO infrastrddtere.
Runtime Status Monitoring Intervallows you to define thedéquency (in seconds) at which

the Monitor is updated.

Console Configuration

Log Lewvel

INFO A

Runtime Status Monitoring

Monitering Ii(l Enabled

Interval in

secs

Figure 6: Console Configuratioreditor

3.4 Deployment

SelectingDeploymentfrom the Configuration treallows you to view the CMO gdoyment
configuration, whicHists theservices that have been deploykding CMO installationNote

that these settingsannot be altered.

16 T Configuring CMO
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3.5 Monitoring Port Activity

The AboutThisProfile.txt file is created durinbeinstallation processAmongst other
things,this file includes informationabout ports that this profile esto listen for incoming
HTTP requests.

The file isin this WAS home directoryocation
Profiles > name of CMO profile as specified during CMO installation >
LoggAboutThisProfile.tx

IBM Content Management Offering Administrator Guide Configuring CMO | 17



4 CMO Services Configuration

The Serviced®ranch of the Configuration tree allows yowtew and modifyeach service

type configuratioras necessargervice type configuration is shared by all instances of that
service typeYou can configure akvailable CMGOservicesandnot justthoseserviceswith
currently activanstances

Each servicéypehas its own set of configuration parametand itsown custom
configurationeditor. Clicking a specific service entry in the nigation tree opens this service
configuration editorWherever you changene of the parameters, prior to saving, an asterisk
is displayed, denoting that a change has been made. This asterisk appears next to the
configuration editor titlenearthe servicenamein thenavigationtree, and in the menu bar,
adjacent taConfiguration.

Note thateach configuration editonay contain one or more tabdidking eitherSave Allor
Cancel All affects changes made in &lbsof the active editosince the previous "Savdl "
or "CancelAll" action Onceyou save youchanges, they cannot be automatically undone
each change must be manuallyertedas necessary.

Servicesmay supporteitherfull or partial hot configurationmeaning that afté8ave Allis
clicked, configuration changes take effect immediatelyoif change parameters that are not
hotreconfigurable, a message indicating thatservice must be restarted for the changes to
takeeffect wil be displayed.

After you click Save Alland before the configuration changes are actually saved, CMO
performs validatiorof the changes. If validation failan erroris displayed and changesar

not saved. If CMO could not perform the validation, a message is displayed and changes are
saved. If validation succeeds and changesuaeessfullysaved, no message is displayed and
theasterisk disappears.

This chapterexplainshow to use logi all CMO servicesand therdescribeghe following
configuration editors

A 4.3Admin Service

4.4 Service Integration Bus
4.5IBM CM Archiver Service
4.6 DICOM In Service

4.7 AuthenticationService

> >y > > >

4 8 Notification Service

18 1 Configuring CMO IBM Content Management Offering Administrator Guide



4.14.9 Transformation ServiceNotification Service

4.10HL7 Service

4.11 WS Access Service

4.12 WADO Service

4.13 DICOM FederatiorService
4.14 PIX/PDQClient Service
4.15 XDS-I.b SourceService

4.16 XDS-I1.b ConsumefService
4.17 CommonConfigurationEditor

> >y > >y > >y > D> >

4.2 Logs

EachServiceeditorcontairs a Log tabthat allowsyou to specifithe servicespecificlog
configurationfor that service. Information printed to log normatgludeslow-level

technical details about servifinctioning Logsare used byhe CMO maintenance team to
ensure that theystemandservicesare working properly, as well asitovestigate unexpected
system behavior and failures

CMO usegLog for logging capabilitiesThejLog configuration enablegouto specify log
levelsfor controling theamount of information thatactesthe log file.For additional
information abouilLog, refer to
https://cs.opensource.ibm.com/docman/view.php/1200/32508/usersGuide.html

The following levels are available:

A ERRORI Printserror messages only

A WARN i Printsall informationprovided bythe ERROR level and warning
messagse

A INFO' Printsall informationprovided bythe WARN level and informative
messages

A DEBUGI Printsall informationprovided bythe INFO level and debug messages

A ALL i Printsall messages

If the system is running in operational modds recommendetb configureall logsfor all
services at either th&eERRORIevel or the WARN level.

The loglevelis changedy modifyingthe following line to specify the desired level:
com.ibm.level=desired levet

Where<desired levet can be ERROR, WARNNFO, DEBUG, or ALL.

IBM Content Management Offering Administrator Guide Configuring CMO { 19
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Log configuration is not hetonfigurable. Any changes to this configuration reqaiservice
restart tatakeeffect. No warning is provided by CMO in this case.

4.3 Admin Service

The AdminServiceis responsible for all admirtraitive tasks and acts as theckend for the
administrativeconsole This service manages the retabwpdating validation and
distribution of configuration data for each service as requiagdiis also responsible for
tracking service availability atus

Log Tab

For information about Service logs, ghe Logssectionon pagelo.

4.4 Service Integration Bus

TheServicelntegrationBus passes messages between seraimawding to the prdefined
flows displayed in the Flosbranch of the Configuration tree

Service Tab

Services may create files in temporary file storage during flowwtiom. All files arekept
for the duration of the floexecution The Temporary File Storage alieahe Service Tab
allows you to decide how temporary files are handled once theefteautionis complete.

You can deletéiles if the processing of all services in the flow has completed successfully
(by selectingOn Succeskor if at least one service reported a processing error in the course

of flow execution(by selectingOn Error ). You can selet oneor both options. lyou do not
select eithepption, temporary files will not be deleted.

Service Integration Bus Configuration

Service Log

Temporary File Storage

Delete Files Ii(l On Success

L | ©n Error

Figure 7: Service Integration BuSonfiguration- Service tab

Log Tab

For information about Service logs, see ltlogssection on pag&9.

20 1 Configuring CMO IBM Content Management Offering Administrator Guide



Hot Configurability

All parameters in the Service Integration Bus aredooifigurable A service restart inot
required for the changes ttake effect

4.5IBM CM Archiver Service

The IBM CM Archiver service is responsible for contactiting IBM Content Manage(CM)
to store, retrieveand updatémagesas well & other contentmanaged by CMO

ThelBM ContentManager (CMmanages all types of digitized content across multiple
platforms, databases and applications. It provides imaging, digital asset managaent,
content management and content integratt@m.alditional information about the IBM
Content Managergfer tothe IBM Information Center:
http://publib.boulder.ibm.com/infocenter/cmgmt/v8r4mO/index.jsp

ThelBM Content Manger must bénstalledand configuredgeparately, prior tsmstalling
CMO and configuring théBM CM Archiver Service Someparameters required for thigM
CM Archiver Serviceconfigurationmust be specified according to tGententManage
configuration

Service Tab

The Object Overridingrea defines the behavior that occursriéguest is made for storage
of animagewith SOP Instanc&JID, for whichanimagewith that SOP Instance UlBiready
existsin the archive

IEM CHM Archiver Configuration

Sarvice CH Usar Profilas Partitions Rule Actions Lag

Object Overriding

Palicy Add Object -
Cverride Suffix -

Figure 8: IBM CM Archiver Configuration Service tab

If you selectNo Overridein the Policy listandan attempt is made sorean image witlthe
existing SOP Instance U|Dherequest is rejected

If you seleciAdd Objectandan attempt is made to store an imaggh the existing SOP
Instance UlDthe new image istored and @ overridesuffix together withanautomaically
generated numbés appendedo the end ofts SOP Instance UlRo distinguish the new
image from thexistingimage.

Whenyou define the Override Suffixensurethat the valu@nly contairs digits and dot

nn

charactersUse adot "." as the last characters shown in the figurgbove
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CM Tab

The CM tab allows you to configure how t8M Archiver serviceworks in conjunction with
theCM.

Service CM Usar Prafiles Partitions Rule Actions Lag

Storage Attempts 1 v]

Database icmnlsdb
Schema icmadmin
CHM Users User Id Description Administrator
icmadmin CM administrator
MCMUSER 1 CM userl
MCMUSER2 CM userz2
MCMUSER_TEST Test user

l.ﬁddj

Figure 9: IBM CM Archiver Configuration CM tab

The Storage Attempts field allows you to define the number of times that Gé&@btstore
contentin the CMin case of failureuntil it rejects the request

In the Database and Schema fields, ethite database and schema natoasse for
connecting tahe CM.

TheCM Usergablelists the users to be used by tB&M CM Archiver service when
accessinghe CM. There must bexactlyone user defined as the administraidre
administatorusercannot be deleted.

NOTE: CM userdisted in the CM Users table must exist in CM. Their naanekpasswords
must match those configured in CAh initial set of CM users is automatically created
during CMO installation.
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Configuring CM Users
You can add, edit, or dele@M uses as required.
To add a CM user
1. Click Add. The Add CM User dialog is displayed.

Add CM User

User Id

Passwaord
Is Administrator | |

Description

oK Cancel

Figure 10: Add CM User dialog

Enter the required User ID and aesponding passwords defined in the CM.

If you want the new user to be the administragelect thds Administrator
checkbox

4. Enter a meaningful description of the new uggtional)
5. Click OK.
To edit CM users:.
1. Select thause to be edited, and clickdit (or doubleclick the row)

2. Modify the user detailss required, following the same steps as those given in the
procedure for adding a CM uséfote that user names and passwords must match
those configured in CM.

User Profiles Tab

CMO holds a collection of preconfigured CMO users, which can représeakample
distinct institutions odepartments according to your specific business needs tégeiving
a request, the CMO system ideigtiithe CMO user to associate with the requast
explained in detail inhe

Parameters not listed above ao-configurable.

AuthenticationServicesectionon page38. ThelBM CM Archiver serviceallowsthecreation
of distinct user profiles for distinct CMO users. Each user profile defines the set of
parameters to use when interacting with the IBM Content Marmggrg the proessing of
requests issued by the specific CMO u3&is mechanism allowdistinct CMO users to
isolake data archived in thEM.
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The User Profiles tab allows you to create and edit CMO user profiles for accessing the CM.
User profiles are comprised of tf@lowing parameters:

Parameter Description

User ID The name of the CMO user fahomthe profile is defined.
Description Description of the profile.

CM Retrieve User CM username to use for querying CM. (Rétieve Usersare taken

from the list of CM users definagd the CM tab. For further information
about CM users, seake CM Tabsectionon page22.

Partition The name of the partition to ug® this CMO user. The partition
contains a set of rulbased policies for making decisions about the
target CM Resource Manager, ACL and other CM parameters to us€
when uploading data to the CM for the given CMO user. Partitions al
defined in the Partibin tab. For further information about partitions, se
the PartitionsTab sectionon page26.

IEM CM Archiver Configuration

Service cM User Profiles Partitions Rule Actions Log
User Id Description CH Retrieve User Partition
Hospital_1_A Hospital 1 Department A User icmadmin Hospital 1 Department A
Hospital_1_BE Hospital 1 Department B User | MCMUSER 1 Hospital 1 Department B
Hospital_2 Haospital 2 User MCMUSER2 Haospital 2

| Edit | | Add | | Delete |

Figure11: IBM CM Archiver Configuration User Profiles tab
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Configuring User Profiles
You can add, edit, or delete ugegofilesas required.
To add a user profile:
1. Click theAdd button as shown in the image above. The Add User Profile dialog is

displayed
User Id
Description
CM Retrieve User | icmadmin L |
Partiticon | Hospital 1 Department A L |
oK Cancel
lvsmains) LuwdB 0o

Figure12: Add User Pofile dialog

2. Enter the CMO User ID, and then enter a description of the profile thatgwoito
create CMO user details can be managed in an internal repository provided by CMO
or, alternatively IBM Tivoli Directory Server (TDSY 6.1can be useds an_LDAP
server for managing CMO users. For more details on CMO user management and
authentication, sethe Authentication Serviceectionon page38. Note that the CMO
user forwhomthe profile is created must existthe CMO usr repository €ither
internalor TDS, according to your environment configuration)

3. Select the CM Retrieve Ustr be used for querying the CM when the specified
CMO user triggers a request whose processing involves data refirigmahe CM.

4. Select the partition to be used for making decisions about the target destination and
other parameters (as explainadhe Partitions Tab section on paf in the CM
for data uploading triggered by the spemifiCMO user.

5. Click OK.
To edit user profiles:
1. Select the profile to be edited, and click Edit button (or doublelick the row).

2. Modify the profile as required, following the same steps as those given in the
procedure for adding a user profile.
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Partitions Tab

Partitions contain rukpased policiefor making decisiosaboutthe CM Resource Manager
Collectionand CM useto use for uploading data tbe CM as well as which ACL to attach
to thenewly-added data ithe CM. The set of these parametersadiectivelyreferredto as
the"Destination". The Partitions tab allows you to add new partitions and edit existing
partitions After a partition is defined in this tab, it can be associated with a specific CMO
user as explained in théser Profiles Tabsectionon page23. The partitionmechanism
allowsfor theisolation of data archived ithe CM by distinct CMO users (which can
representfor exampledistinct institutionsor departmentsaccording to your specific
business needs)

For additional information about tispecificlBM Content Manageconceptsreferto the
IBM Information Centerhttp://publib.boulder.ibm.com/infocenter/cmgmt/v8r4dm0/index.js

Service CcM User Profiles Partitions Rule Actions Log
HName Description
Hospital 1 Department A Hospital 1 Department A partition
Hospital 1 Department B Hospital 1 Department B partition
Hoszpital 2 Hospital 2 partition
| Edit || Add || Delete |

Figure13: IBM CM Archiver Configuration Partitions tab
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Configuring Partitions
Partitions can be added, edited or deleted as required.

To add a new patrtition:

1. Click theAdd button as shown ithe image above. The Add Partition dialog is
displayed. The Upload Polici¢égble should be filleth with rule-based policies to
usewhenmakingdecisionsaboutthetarget Destiationfor uploading data tthe
CM. Rules define conditions on values of Bus Messdibutes. Ifyou have not
specified a upload policy or no policy matches the specific request being processed,
the Default 2stination that appears at the bottom of the dialog is used.

Add Partition
Name
Ciescription
Upload Policies Name Description
Add
Default Destination
CM Upload User | icmadmin L
ACL Name
Collection
Resource Manager
OK Cancel

Figure 14: Add Partition dialog

2. Enter a meaningful name as well as a description for the partition being created.
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3. Click Add to add a new upload policy, if necessarye Bdd Partition Upload Policy
dialog is displayed. Upload policy defines the CM Destination to use if conditions of
ALL rules within the policy are met.

NOTES:
0 Each upload policy must contain at least one rule.

0 Rules creation requires understanding ofax

Add Partition Upload Policy
Name
Description
Rules Name Description
Add
Destination
CM Upload User icmadmin L4

ACL Name

Collection

Fescurce Manager

OK Cancel

Figure 15: Add Partition Upload Policy dialog

4. Enter a meaningful name as well as a description for the upload policy being created.
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5. Click Add to add a new rule. The Add Rule dialoglisplayed.

Name

Description

Attribute XPath

Action Name | Equals v

Parameter

oK Cancel

Figure 16: Add Rule dialog
Enter a meaningful narmranda description for the rule being created.

Enter the XPatlthat defines how to searfbr the Bus Messagattribute whose value
will be inspected by this rule

8. Select thalesired action nam&he actiondefines the condition to be applied on the
value of the attribute specified above to realize whether the rule matches the Bus
Messageurrentlybeing processed.
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9. Inthe Parameter field, enter the value (or values) to behystdebaction For
example, if the rulshouldtest whethea patient name contained in the Bus Message

equals "John Smithtype John Smith.

Name Patient name is John Smith

Drescription

Attribute XPath /busmsg:BusMessage/requests/groups/sttributes[ @name="P

atisntName"]/values/@value
Action Name | Equals -
Parameter | John Smith

Cancel

Figure 17: Add Rule dialog with sample values

Note that there are no limits dme syntax for this value. Moreoveactions may
require more than onelue to be specified within Parameter field

NOTE: You must ensure that thgntax used for specifying the parameteatches
the syntax expected by the selectetibn See more details abbActions in theRule
Actionssectionon page32

10. Click OK to close the Add Rule dialog and return to the Add Partition Upload Policy
dialog. Repeat steps®Haboveto add as many rules as necessary.

11. In the Destination areaf the Add Partition Upload Policy dialpgelect a CM
Upload User to be used in this upload policy from the dropdown list.

12. Enter the ACL Name, Collection and Resource Mantgbe used in this upload
policy, and then cliclOK to close the Add Partition Uphd Policy dialog and return
to the Add Partition dialog.

NOTE: TheACL Name, Collectiorand Resource Manager you specify in the
Destination must exist in CM. The specified values must exactly match those
configured in CM.

13. Repeat steps-B2 to add as nmy upload policies as necessary.
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14. In the Default Destination ared the Add Partition dialogselect CM Upload User
from the dropdown list, enter the required ACL Name, Collecaod Resource
Manageras in theexample shown belgvand clickOK.

NOTE: TheACL Name, Collectiorand Resource Manager you specify in the
Destination must exist in CM. The specified values must exactly match those

configured in CM.

Name Hospital 1 Department A

Drescription Hospital 1 Department A partition

Upload Policies Name

Patient Name Paolicy

Default Destination

CM Upload User MCMUSER1

Description

For specific patient names sends to a
destination with limited permissions

l Edit J l Add J l Delete J

v

ACL Name MCM_ACL1

Collection CBR.CLLCTOO1

Resource Manager rmdb

Figure 18: Add Partition dialogwith sample values

To edit existing partitions:

1. Select the partition to be edited, and click Hu#t button (or doublelick the row).

2. Modify the partition as required, following the same steps as those given in the

procedure for adding a partition.
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Rule Actions Tab

The Rule Actions tab allows you to define the conditions applied to Bus Mestsdlgate
values bytheUpload Policy ruleas explained in the proceduior adding and editing
partitions. External Actionare implemented as Java classes. A set of predefined external
actions is supplied with CMQVore external actions can be addesheeded.

Script Actions ardor future use.

Sarvice CH Usear Profiles Partitions Rule Actions Log

External Actions

Name Description
Equals Checks whether two values are equal
Equals Ignore Case Checks whether two values are equal ignoring case

| Add |

Figure19: IBM CM Archiver Configuration Rule Actions tab

Configuring Rule Actions
Rule actionsan be added, editedr deleted as required.
To add a new externakule action:
1. Inthe External Actions area, click Add. The External Rule Action dialog is
displayed.

Name

Description

Classpath

oK Cancel

Figure 20: Add External Rule Action dialog

Enter a meaningful name and description of the external rule action being created.

Enter the requéd classpath in the Classpath fi@ltie classpatls the path to the
Java clas implementing the rule action.

4. Click OK to save the rule
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To edit rule actions;
1. Select theactionto be edited and click tHedit button.

2. Modify the profile & required, following the same steps as those given in the
procedure for adding a user profile

Log Tab

For information about Service logs, see ltlogs section on pag9.

Hot Configurability

The following parameteris the CM Archiver servicare nad hot-configurable Changes in
those parameterequireaservice restarb take effectA warning stating that a service
restart is required will be disptad.

Parameter Location
Database CM tab
Schema CM tab
Administrator user ID CM tab
Administrator password CM tab

Parameters not listed above are-tmnfigurable.

4.6 DICOM In Service

DICOM i Digital Imaging Commuications in Mediciné is the standard imaging and
communications protocdbr transmitting, storing and printing medical images. The CMO
DICOM In Service facilitatscommunication betweeDICOM entities orthe network by
receivingincoming requestg:or additional information about the DICOM standaederto

http://medical.nema.org/
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Service Tab

Service Profiles DICOM Peers Log

Skip Authentication | | Enabled
DICOM File Validation | | Enabled
Mowve via Find Iil Enabled

Service AETs CMO
CMO_TLS

CMO_5S5Lv3

lAdd]

Figure 21: DICOM In Service Service tab

EnablingSkip Authentication may be usetb skipauthorization and authentication
processefor incoming requests.

Enabing DICOM File Validation means that when a DICOM file is uploaded from the file
system, itundergoewalidation. Allfiles that do not conforrto the standard DICOM format
(Part 10of the DICOM standal) arerejected. If youneed to upload files thab not strictly
follow DICOM standard formait is recommended to disable this opti®his optionis
disabled by default.

TheMove via Find process is used to improve parhance of the §1OVE operation It
allows fortheauthorization of instances requested BMOVE prior to loading themif you
are using the authorization service, it is recommended to enable this @pi®option is
enabledby default.

The ServiceAETstable liststhe serviceApplicationEntity Titles (AET). Application entit
titles identify DICOM entities on the netwoitk a unique wayThere can be more than one
service AEB, and all service AETs currently work ihe same way'.CMO" is the default
service AET

To add a new service AET, cliekdd and enter the desired title. To edit an existing AET,
select the AET, clickedit (or doubleclick the AET to modify)and enter the desired title.

Profiles Tab

The Profiles tab allows you to add and edit DICOM In service profilgch define the
DICOM service instance entry points and mode of respdiiee must always be one
default profile, and tlsi option is enabled via the Add/Edit Service Profile dialog.

The GFIND Response Character $d¢lows you to define the character set in which DICOM
responses are provided. If NO OVERRIDE is selected, thetevangossible outcomes:

A If a character set is provided in the request, the response returns files using that
character set.

A If no character st provided in the request, the response returns filtrgein
DICOM default character seASCll).
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If a character set @rovided in the request and a different character set is defined in the
profile, the response returns files using the character set defined in the profile, thus overriding
the character set provided in the request.

NOTE: UTF-8 is Unicode and can be useitiwall character setslf you selectUTF-8, files
returned by the responsee easyto translate later on.

Service Profiles DICOM Peers Log
Default | Profile Id C-FIND Response Character Set

CicemInlnstance2 NC OWERRIDE

DicomInlnstance? NC OVERRIDE

v default MO OWVERRIDE

Add

Figure 22: DICOM In - Profiles tab

Configuring DICOM In Profiles
DICOM In profilescan be added, edited or deleted as necessary.

To add a new profile:
1. Click Add. The Add Service Profile dialog displayed.

Profile Id

Is Default | |

C-FIND Character Set | NO OVERRIDE v |

Entry Points Receiving Host | Receiving Port | Backlog Security Profile

Add
OK Cancel

Figure 23: Add Service Profilgialog

2. Enter a unique Profile ID.
3. Enablels Default if this is to be the efault profile.
4. Select a character set, if necessary.
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5. Click Add to add a new profile entry poifdr the DICOM service instance to listen
on. The following dialog iglisplayed.

Receiving Host

Receiving Port

Backlog 50 EI
Security Profile
OK Cancel

Figure 24: Add Profile Entry Pointlialog

6. Enter thereceiving hostwhich can be an IP,l@stname orflocalhosb.
7. Enter the receiving port, which cannot clash with other ports.

Select the backlog, which is tkecketmaximum queue length for incoming
connedon requestslf a connection indication arrives when the queue is full, the
connection is refuse®0 is the default value

9. Enter a security profile, which must be selected from the list of security connection
profiles defined in the Common Configuratitai. Seethe Security Connection
Profilessectionon pager2.

10. Click OK to exit the Add Profile Entry Point dialog, and then clizk again to exit
the Add Service Profile dialog.

To edit an exsting profile:
1. Selectthe profile tobe editedand clickthe Edit button(or doubleclick the profile)
2. Modify the profile as required, following the same steps as those gilvene

DICOM Peers Tab

DICOM peers make association requests of the DICOM service via the receiving sockets.
These requests can be either accepted or rejected. The DICOM Peers area allows you to
configure the parameters for DICOM peers. The following patara can be defined:

Parameter Description

AET Contains a list of all AET titles. If an AET title is not on this list, it will ng
be recognized, and the system will reject the association.

Destination Host The remog¢ host name or IP address.

Destination Port The port used for outbound associations with the peer.

Security Profile The security profile is taken from the Common configuratidfmot
specified, the connection will run in a nreacure manner.

NOTE: If a value in the security profile is missiimgthe Common
configuration, configuration validation during DICOM In service stapt
failsand the serviceoes nostart.
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DICOM In Configuration

Service Profiles DICOM Peers Log
AET Destination Host Destination Port Security Profile
StorageSCU lecalhost 110
QueryRetrieveSCU lecalhost 108
ImageServer lecalhost 106
KPServer tp-igorkost2 104

Add
beisivsne]

Figure 25: DICOM In Configuration- DICOM Peers tab

Configuring DICOM Peers
DICOM peerscan be added, edited or deleted as required.
To add a new DICOM peer:
1. Click Add, as shown in the image above. ThadACOM Peer dialog idisplayed.

Add DICOM Peer

Application Entity Title

Destination Host

Destination Pert

Security Profile

oK Cancel

Figure 26: Add DICOM Peer dialog
2. Enter the requested information in each of the fields, and thenQiick
To edit an existing DICOM peer:
1. Select the DICOM peer to be edited, and clickEdé button.

2. Modify the DICOM peer as required, following the same steps as those given in the
procedure for adding a DICOM peer.

Log Tab

For information about Service logs, see tlogssection on pag&9.

Hot Configurability

The followingDICOM In serviceparameters are hbotconfigurable Changes in those
parameters require a service restart to take effleaarning stating that a service restart is
requiredwill be displayed.
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Parameter Location

Any profile changes, including
parameters for existing profiles as well
as for adding/deleting of profiles

Move via Find Service tab

DICOM File Validation parameter Service tab

Parameters not listed above aot-configurable.

4.7 Authentication Service

Upon receiving a reqguest, the CbAGsersoypet e md s
associated with the requeSiMO users can be managadhe IBM Tivoli Directory
Served usedas a LDAP served orinternally inthe Authentication serviceonfiguration

CMO supports DICOM and HTTP requests. DICOM requests contain informétbanthe

sending AET and host nantbgereceiving AET and port number, the DICOM uysand the
password. HTTP requests contain information about the requester (user name, password, and
host name) and the receiving pdrhe identification process is basewl the request content

and on the information stored in the CMO user directory (LDAP or interhalidentify the

CMO user that either partially or entirely matches the request attridueuthentication

service searches the LDAP directory or the Aatitation service configuratiqaccording

to the currentlyselectednode) The rules on which theser directorysearch is based are part

of the Authentication Service configuration.

Each CMO usedefined in the user directohas attributes that contaimformation found in
requests. In addition, each CMO user definition includes an associated mapping between the
sender type (DICOM or HTTP), the message type (e.g., associatkliiD), and the
corresponding CMO flow. This mapping is used by CMO to ifletite flow to be used for
processing requests with specific sender and message types issued by a particular CMO user

LDAP and internal authenticaticcannot be used simultaneously. You can switch back and
forth between LDAP and internal authenticatioithaut losing authentication settings that
you may have configured previously.

NOTE: Userinformation stored in the DAP andAuthenticationservice configuratioris
distinct No automatic synchronization betweeerdh two usedirectoriesis performed

Service Tab

The Service tab is used $witch between LDAP anishternal Authenticatiommodesand to
configureDICOM ldentification RuleandHTTP Identification Rules
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Authentication Configuration

Service LDAP Log

Internal Authentication L Enabled

DICOM Identification Rules HTTF Identification Rules
Select the criteria to identify by Select the criteria to identify by
L | user L | Password L | User | | Password
| | Sending AET || Sending Host L_| Sending Host Iil Receiving Port
L | Receiving AET Iifl Receiving Port L | URL Query

Figure 27: Authentication Configuration Service tab

DICOM lIdentification Rules

DICOM identification rules are used when a requestes viahe DICOM In Service All
selected criteria must be ni®t the incoming requesif the user cannot be identified
according to the selected criteria, the regaeagienticatiorfails. At least one of the criteria
must be slected.

Select é To search according toé
User DICOM user (currently not supported)

Password DICOM password (currently not supported)
Sending AET The AET in the DICOM request

Sending Host The host that sent the DICOM request to CMO
Receiving AET The AET of CMO

Receiving Port The CMO port that received the DICOM request

HTTP Identification Rules

HTTP identification rules are used when a request comes VHIITRE requestAll selected
criteria must be mdiy the inconng requestlf the user cannot be identified according to the
selected criteria, the requesithenticatiorfails. At least one of the criteria must be selected.

Sel ect é To search according toé

User The user provided in the HTTP request

Password The pasword provided in the HTTP

Sending Host The host that sent the HTTP request to CMO

Receiving Port The CMO port that received the HTTP request

URL Query The query string provided as part of the URL, composed of a series of
field=value pairs separateqy hn ampersand
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To enableNS Access Servigef Internal Authentication is enabled, in the HTTP
Identification Rules you must select User and Password and ensure that all other checkboxes
are not selected.

LDAP

When you disabldnternal Authenticatiolin the Service tadBM Tivoli Directory Servelis
used as an LDAP server for managing CMO udésou enable Internal Authenticatiptiis
LDAP tab is not accessible.

Authentication Configuration

Service LDAP Log
URL ldap://srv-panda.haifa.ibm.com: 389
Root ou=PANDA o=Regicnal Archive
User cn=root

| Change Password |

Figure 28: Authentication Configuration LDAP tab

Configur| Al'l ows you to defineé

URL The URL where théBM Tivoli Directory Server is located, including the
port number.

If the LDAP serverdocation changg this field must be redefined

accordingly.
Root The location on the system where CMO sits, relative to the LDAP tree.
User The LDAP user. CMO requires an LDAP user to communicate with LDA

If the password is changea the LDAP server, the new password must also be changed here
by clicking theChange Passwordutton.

To enabléN'S Access Servicef Internal Authentication is disabled, you define the user and
password on the LDAP server.

Internal Authentication

When you enable Internal Authentication in the Service tab, CMO users are identified
according to the user information stored in the Authentication Sexerd@uration.This
Internal Authenticatiotabis only accessiblevhen Internal Authentication is enabled in the
Service tab

The Internal Authentication tab allows you to add, edit, or delete CMO users.
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Authentication Configuration
Service Internal Authentication Log
User Id Description
panda-user-1 This panda userl is found via it's receiver ports.
panda-user-2 This panda userZ? is found via it's receiver ports.
l Add J

Figure 29: Authentication Configuration Internal Authentication tab

Configuring CMO users for Internal Authentication

CMO users can be added, edited, or deleted as requiiveck are specific requirements
when setting up users for WS Access, detailed below.

To add a new CMO user:
1. Click Add as shown in the figure above. TAdd CMO Userdialog isdisplayed.

User Id
Description
Role
DICOM ILdentification Attrib... HTTP Identification Attributes Flow Mappings
User
Password
Sending AET Multiple Values
Sending Host Multiple Values
Receiving AET Multiple Values
Receiving Port Multiple Values
OK Cancel

Figure 30: Add CMO User dialog
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2. Enterthe desired user ID, a meaningful description of the (gggional) and the
user's role.

3. In both theDICOM Identification Attributes taland the HTTP Identification
Attributes tab define thevalues of those usettributes thawill be used to identify
the CMO usefor the incoming requesYou mustdefinevalues forall attributes
selected as criteria the Service tab.

Click Multiple Values if you wantattributes to havenore than one value

Use he Flow Mappings tab to map between messagestipéial sending serice
types, andthe target businegkbwsto beusal for processing incoming request
issued by this CMO user.

To add a new flow mappinglick Add. The Add Flow Mappingdialog is displayed.

User Id cmo_tester
Description This fake panda userl is found via it's receiver ports
Role panda-usar

DICOM Identifica Add Flow Mapping

Message Type

association

Message Type | c-find L |

c-store

. Initial Sending Service Type | DicomIn A4 |
c-fin
EEEEEE Flow Id | panda-c-find-flow - |
c-maowve-find
c-mave
storage-commit t-flow
hl7-a01 HL7 panda-hl7-flow
hl7-a08 HL7 panda-hl7-flow
hI7-=40 HLT panda-hl7-flow

Add

OK Cancel

Figure 31: Add How Mapping dialog

6. Select the desired combination of Message Type, Initial Sending Service Type, and
Flow.

7. Click OK, and repeat the process as necessary to add additional flow mappings.
Click OK.

To enableNS Access Service

1. Inthe HTTP Identification Attributes tab, type the user name and password.
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2. In the Flow Mappings tab:

0 Add the GFIND message type and select WsAccess as the Initial Sending
Service Type.

0 Add the ASSOCIATION message type and select WsAccess as the Initial
Sendng Service Type.

Log Tab

For information about Service logs, see ltlogssection on pag&9.

Hot Configurability

All Authentication service paramegeare hotonfigurable A service restaiis not required
for the changes to take effect.

4.8 Notification Service

The Notification service is responsible for collecting diagnatdia (notifications) from all
services and saving themardatabase. Notifications can also be sent to different email
addresses according to settings are defined in the propertydilecan modify these
parameters in the Notification.properties file in the Notification folder.

Notifications are sent under tf@lowing circumstances:

A When a service staror stofs
A When an error occurs, including the details of the error

A During flow execution, to show what happened during the course of message
processing

A When transaction (request processing) begins and ends
A When service configuration is modified

A Whena CMO user login or out

You can seelbnotificationsin the Diagnostics view of the console. For additional
information aboutliagnosticssee pagé&7.

Different Categories of Messages
Messages are categretlaccording to their severity:

1. Critical i Errorsthat prevent use of the system and require immediate attentign (e.g.
Resource Manager is down and there is no access to files)

2. Majori The ystemis not working properly, but it still usable (e.git i meout 0
due tolimited resources).
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3. Ignoredi Errorsthatarenot defined asritical or major (e.g., bad username/password)
areignored, and no emaiaresent.

The types areategorizedccording to filtershatare entereeh the property file. These
configurations should only be modified by advanced usasare familiar with the different
messages.

Fourfilters determire thecategoryof a given message:

A Criticallnclude & CriticalExcludé Messages that fit th@riticallncludefilter and
not theCriticalExcludefilter are consideredritical

A Majorinclude & MajorExcludé Messages that fit thdajorincludefilter and not
the MajorExcludefilter are considerethajor

Eachfilter is composedf severakexpressionsand eachxgpression is a combination of six
differentfields in this format:
Service/Status/Type/Subype/Message type/flovd

The Configuring theFiltersi Advanced Users Onlgection below describes how to define
the filters.

Email Timing
The notification service sendlsreedifferent types of emails

A Immediatenotification of critical erros, sent every five minutes, and including all
the critical events that occurred between five and ten minutes ago (if any).

A A summary emaibf the crtical errors sentevery few hours.
A A summary email ofhe major errorssentevery few hours
The parameters in the property file:
A SummaryMail_Criticail How oftento senda summary of the critical events.
A SummaryMail_Majoii How oftento senda summaryf the major events.

A EmailHourInDayi At which hour of the dayrethe emails sentEg., if
EmailHourlnDay = 9, SummaryMail_Critical=12, and SummaryMail_Major=24,
then you willreceivesummaries for major notifications every day at %64 and
summarés of critical notifications at 9:00 and 21:00 every day).

The possible values for the first two fields:
A EVERY_HOUR

EVERY_TWO_HOURS

EVERY_FOUR_HOURS

EVERY_12HOURS

EVERY_DAY

EVERY_WEEK
You can modify these parameters in the Notification.properties fileeitNbtification folder.

> > > B> D>
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Email Display

The email contains twiables; onelisting all transactionsand the other listing the detailed
transaction messages

To go directly from a transaction in the first table to the corresponding transaction message in
the messages tablejck the blue operation in the Description column.

Columnsin the first tablg'shownin Figure32):

A Counti Thenumber of occurrences for this transaction.
A Descriptioni An informative name that describes thansaction.

A Services A list of the services that were invoked during this transaction. Services
in red are services that had errors.

A Usersi Thelist of users that invoked this transactio?t?)

A Time Rangé The start time of the first occurrence of thisnsaction and the start
time of the last occurrence.

Count || Description Services Users Time Range
1 stop AdminServer null 17/08 10:52:54, IDT
1 stop Maotification null 17/08 10:52:54, IDT

[17/08 10:53:23. IDT]

) - - PR o
3 c-rmove Authentication = Authentication = Archivalm = Wada = Bus Wadolser [17/08 1053 34 IDT]

[17/08 10:53:59. IDT]
= st0p [t S [17/08 10°54-09. IDT]

Figure 32 Sample list of transactions
Columns in thdéransactiormessage$able (shownn Figure33):

A Servicei Thename of the service thistaffected.
Typei Thetype of the notification (e.gi st op 0 ) .

A

A SubTypei Thesubtype othenotification (e.g.fit i meout 0) .
A Message Typé Thetype of the message (e.§.€ i nidsho v e o) .
A

Descriptioni A description thats attached to the message, ang start of thesrror
dump(if it hasany content

>

TimeT1 Thelocal time on the machine roimgthe service.

>

Locationi Theaddress of the machine that runs the service (if the same daildgce
on several machines, then a list of their addresses idpa)vi

! A transaction is a group of messages ihaiggered due to a single flow or a single event.
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Service Type Sub Type Mt;?;:lge Description Time Location
17/08
Authentication||login null c-move | |Service processing completed successfully. 10:53:23,/|19.148.17.19414
DT
17/08
Authentication||operational completed|c-move  |Semvice processing completed successfully. 10:53:23,/|9.148.17.19415
DT
Senice processing completed with an errar.
17/08 9.148.17.19416
ArchiveCm operational completed|jc-move  ||com.ibm. hrl. panda.cm. CmServiceProcessingException:||10:53:24 ||[9. 148.17. 19431,
Failed extracting content of the object with UID IDT 9.148.17.19446]
2.07.04.2010.09.51.46.453.21. 1" at com.ibm.hrl....

Figure 33: Sample ofransaction details

Email Addresses and Servers

You candefine he emailaddresset receive messagesa anSMTP serveusing hese
property filefields:

A EmailAddresses Definesthe email addresses be notified with the different
messages. There can be more than one addeedseparated by a white space
(6) .

NOTE: If you leave this field blankno emai$ aresentandall other configurations
in this property filearediscarded.

A SmtpPrimarySeferi The SMTP server to usey default.

A SmtpSecondaryServerThebackup serveto use when the first server faiisot
mandatory.

You can modify these parameters in the Notification.properties file in the Notification folder.

Configuring the Filters i Advanced Users Only

Each filteris a group obix parameterthatar e del i mi t ed by a sl ash (6
parameter can keny of these

A Its explicit name (e.gfi >ertor/ x/ x/ x/ x0 f ast amessafiesl i oh i

A 6 *tdretrieve eveything (e.g,fi X// x | x [ x/ x 0 f @astatunfellefages wi t h
Aerror 0,ori snueicteoesrd Meu aoag Ds 0) .

A 6o6for null/lempty values (e.gil x//x / x/ x/ x 0 f @statusiiektisatisg e s wi t h
neithemnorieffsrwocrcdoesso) .

Thesix differert fields (in order):

1. Servicei Thename of the affected service (e\MysAccesor AdminServer)
Statusi Thestatus of the message (Error or Success).

Typei Thetype of the notificationd.g,i st op 0 ) .

SubTypei Thesubtype of notification (e.gii t | umted®) .

a M wDN

Message typé The ypeof the message (e,gi€ i nd-mok ed ¥ .
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6. flow-idT ThelD of the flowof whichthis message is part (e.gpandac-storeflowo ) .

When you define a filter, all its criteria must @@mpletefor it to be associated with avgin
message.

Example of a Property File

# Can be EVERY_HOUR, EVERY_TWO_HOURS, EVERY_FOUR_HOURS,
# EVERY_12HOURS, EVERY_DAY, EVERY_WEEK
SummaryMail_Critical = EVERY_TWO_HOURS
SummaryMail_Major = EVERY_DAY

# The hour in the day that the emails will be sent in

EmailHourInDay =12

# Email addresses (leave empty to receive no emails)

EmailAddresses = admins@cmo.ibm.com

# SMTP servers

SmtpPrimaryServer = serverl.smtp.com

SmtpSecondaryServer = server2.smtp.com

# Critical - sent immediately

Criticallnclude = {DicomIn/Error/*F*/*} {ArchiveCm/Error/*/*[*[*} {*/*/Stop/*/*/*}
CriticalExclude= {*/*/*/timeout/*/*} {WsAccess/*/*/*[*/*}

# Major sent in summary mails

Majorinclude = {*/Error/*/*/*/*}

MajorExclude = {Wado/Error/operationalt/-} {*/success/*/*I*/*}

The aboveexamplesend emails toadmins@cmo.ibm.comia serverl.smtp.com. If the send
fails, emailsaresentvia server2.smtp.conA summary of the critical messaga®sent every
coupk of hourgat 12:00, 14:00, 16:0@, ), andasummary of the major notificatiorsse

sent once a dafat 9:00)

All errors bediles timeout in DicomIn and ArchiveCm sergs are critical. Also, whenever a
service stopit is considered critical. All messag that affect WsAccess are considerea no
critical.

The major errors are all the errors besitthe errors that involve th& ADO Servicewith an
operationatype andno subtype, message tyye flow-ID.

Using the Service with Mobile Devices

Since the service is based on regular email protocols, you can view these notifications on any
mobile device with email capabiliti€¢gigure34).
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Figure 34: Sample email notification viesd on a mobile device

Log Tab

For information about Service logs, sbe Logssectionon pagelo.

Hot Configurability

All Notification service paramters are hetonfigurable A service restart is not required for
the changes to take effect.

4.9 Transformation Service

Thepurposeof the TransformatiorServiceis to integrate CMO intthelegacy systenby
allowing you to makechanges t@usMessage and/orincomingDICOM dataso that they
arecompatiblewith CMO. TheTransformation serviceanalso be used fatata
de-identification purposes.
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Profiles Tab

Each profile is a collection of transformations aathprisesonditions that must be met and
actions thaaretakenwhenthose conditions are met the conditions are not met, the profile
is not activated.

By default, all profiles are deployed in a disabled g@ppearing grayed out in the
screenshot belowand transformation is not applied on incoming requests.

Profiles Operations Log

Enablad MName Synchronize

Figure 35: Transformation ServiceProfiles tab

Configuring Profiles
Profilescan be added, edited or deleted as required.
NOTES:

A Profilescannot beaddedif there are no operations listed in the Operations tab.

A New profiles and operations should not be created without fullretateling of
DICOM, CMO BusMessagdormat, XPath, andJavaScript/Jythoscript writing.
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To add a new profile:
1. Inthe Profiles tab, clickdd. The Add Profile dialog is dplayed.

Name

Profile W] Enabled

Synchronization | | Enabled

Section

File Location

Conditions Actions

Enabled Name Operation

0K Cancel

Figure 36: Add Profile dialog

Entera namdor the profile

Define the Section, which is th&Pathto the XML element of the bus messafye
applying the profilelf thereis more than e element for thepecifiedXPath,
transformation will be applied fall sectionsndividually.

NOTE: All XPaths definedater are relative to the section element.

4. Enter the File Locatigrnwhich is the XRthof thebus messaggML element that
defines tle path theactual file location omhefile system) to the corresponding
DICOM file. If there is no DICOM file used with specific message type, leave this
field empty.

50 { Configuring CMO IBM Content Management Offering Administrator Guide



5. Click Add to addall required conditionsThe Add Codition Rule dialog is

displayed.

Name

Enabled |#]
Cperation | Equal L
Arguments Name Type Value

Add

Cancel

Figure 37: Add Condition Rule dialog

Enter a name for the Condition Raad therselect the required operation
Operations are defined in the Operations kas.condition rulesonly operationshat
return Boolearftrue/false) valugcanbe selectedSeethe Operationsectionon page

53for additional information.
Click Add to add an argument to the Condition Rule. Thiel Argument dialog is

displayed.

Add Argument

Name

Type | CONST_VALUE -

Value

0K Cancel

Figure 38: Add Argument dialog

Enter a name for the argumefhename should be exactlige same asne of the
arguments used in the scriptplementing the operation selecteditep5. Seethe
Operationsectionon page53 for additional informatiomegarding operations

implementation.
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9. Select an argument type from the dropdown list:

Argument Type Description

CONST_VALUE Constant value. This is the value displayed in the
Value field.

MSG_XPATH The value is thXPathto an element in the Bus
Message.

MSG_DICOM_TAG The value is the DICOM tag grotglement definition.

The element is searched in the Blisssage under
Section, aspecified instep3 on pages0.

This argument is formeed as follows:
<Group humber ,<Element number

Where the group and element numbers ad@g#
hexadecimal numberfor example 0010,001Cor the
patient name

FILE_DICOM_TAG The samas MSG_DICOM_TAGhbut the tags are
taken fromand/or writterto the DICOM file defined
in theFile Location property ofthe profile definition.

10. Enter the required value for the argument in the Value field, and therOdidio
save the angment and close th&dd Argumentdialog, returning to theddd
Condition Ruledialog.

11. Repeat this procedure to add additional arguments.

12. Once all areas of th&dd Condition Rule dialog have been filled in as necessary,
click OK to savecondition rulesandreturn to the Add Profile dialog.

13. Select the Actions tato define actions to be taken if all conditions are met. Actions
are defined in the same way that conditions are defined. Ret8tepb, above, to
follow this procedure and define your actions.

14. Once allconditions and actions are defined as necessasyrehat the
Synchronization checkbox the Add Profile dialog is configured according to your
needsSynchronizatiorshould be enablet ensure that all changes madéte Bus
Messageags aralsoappliedto the DICOMfile tags

NOTE: Synchronization works in this direction onBynchronization does not
ensure that changes madeth@ DICOMfile tags are also made tbe Bus Mssage
tags.

15. Click OK to save the profile.
To edit an existing profie:
1. Select the profile to be edited, and click Eudit button.

2. Modify the profile as required, following the same steps as those given in the
procedure for adding a profile.
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Operations Tab

Operations are scripted procedures usethe conditions and actions defined in the profile,
as described in the previous section.

Profiles Operations Log
Name Type Description
Truncate Length to 16 chars | javascript Truncate length of incoming string to 16 chars
Transform Gender javascript Hormalize gender to be comply with DICOM
standard
Equal javascript Return true if inl.equals(in2)
Replacevalue javascript Setin2 to inl
Increment javascript for testing
Fill if empty javascript If inl is empty setin2 to inl
| Add |

Figure 39: Transformation ServiceOperations tab
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Configuring Operations
Operationscan be added, editedr deleted as required.
To add a new operation:
1. Inthe Operations tab, clickdd. The Add Operation dialog is displayed.

Add Operation

Name

Cescription

Type | javascript L4
Value
oK Cancel

Figure 40: Add Operation dialog

2. Enter a nameelevant to the operation being added, @mtionally) provide a
description of the new operation.

3. Selectascript type(Javascript odython).

In the Value fieldwrite a scripimplementing this operati¢slogic. The script can
introduce agnanyargumentsasrequired Any argument nanscan be used

To setargument valug use the following format:
<argl>.setValuestring)
Where<argl> is any argument name that has be#roduced in the script
To retrieve the argument value, ubés format
<argl>.getValue()
The last line of the script should be as folldaslect'true" or "false}:
result.setValue (true/false)
5. Click OK to save the operation.

54 9 Configuring CMO IBM Content Management Offering Administrator Guide



To edit an existing operation:
1. Select the operation to be edited, and click&tg button.

2. Modify the operation as required, following the same steps as those given in the
procedure for adding an operation

Log Tab

For information about Service logs, see ltlogs section on pag9.

Hot Configurability

All Transformation service parameters are-tamfigurable A service restart is not required
for the changes to take effect

4.10HL7 Service

The HL7 Serviceprovides an HL#ased interfaceo CMO. It serves as a gateway to the
CMO system, allowing external applications and agents to interact with CMO by receiving a
subset of the HL7 messages:

A ADT messages

A ORM messages

TheHL7 serviceprovides the means to classify inbound HL7 messages and instruct CMO to
perform operations such as patient information update and DICOM data caching. Events are
classified as follows

Event Code Description

AO01 Patient Admitted

A02 Patient Transferred

AO03 Patient Discharged

A06 Patient Changed from an outpatient to an inpatient

AQ7 Patient Changed from an inpatient to an outpatient

AO08 Patient Updated

A28 Patient Added

A40 Patient Merged

001 Order message (scheduled, updated, canceled, completed)

Admission, Discharge, and Transfer (ADT) Events

Admission, Discharge, and Transfer events enable the transmisgatienit status and
information between applications that issue the order, by those that fulfill the order and other
applications as required. Events provide patsgcific information for the patient whose
patient ID can be found in the PID segment.
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Order Entry (ORM) Events

Order Entry events enable the transmission of order information between applications that
issue the order, by those that fulfill the order, and other applications as required. An order
will typically be a Service Request for a specific patient whose patient ID can be found in the
PID segment.

Communication Profiles

CMO supports a TCP/IP socket interface. The HL7 esgenting application (typically the
HIS/RIS) musttonnect to the socket used by CMO to send HL7 trigger events to it.

Each HL7 message must be constructed according to the Minimal Lower Layer Protocol
(MLLP). This protocol specifies that eantessagenust be prefixedvith a start character,
0x0B; each segment within the message terminated with Ox0D; and the message itself
terminated with stop characters 0x1C and OXOMIO can receive multiple events on the
same socket connection.

For more information abodihe HL7 interface provided by CMO, see the CMO HL7
Conformance document supplied with the CMO installation package.

Configuring HL7

In theService tab of thelL7 configurationeditor, the only parameter that can be modified is
the pot number, located in the line displayed as follows:

<entryPoints host="localhost" pefi< port number 6 backlog="50"/>

Change<port number to the port number required for your organization, and Siake All
to save your chang€or this change to takefe€t, you must restathe service.

Log Tab

For information about Service logs, see ltlogs section on pag#9.

Hot Configurability

As stated in the above, thert number is the only parameter that can be changed in the HL7
Service. This change is not hainfigurable and requisea serviceestart A warning stating
that a restart is required will be displayed.

4.11 WS Access Service

Web ServiceqWS) promote component reusability and a senadented approach to
developmentThey are commonly part of a serviogented architecture (SOA). This
approach enablesfocus on services (or loosetpupled components) that can be
dynamicallycomposed.

CMO provides aVSinterface called WsAccess. This interface enapbestoquery DICOM
imagedocatedon the local hodby providing a set of criteria attributes. These attributes are
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part of the DICOM metadata such as patienbithe name oftte referring physiciarirhe
resuls of the querynclude the image metadata and Wé&DO URLSs to the image itself.
The first URL can be used to retrieve the image uis¢d TTP protocol and show the image
in aninternetbrowseras a JPGThe second URL seathe DICOM image to a preconfigured
DICOM entity such as a DICOM workstation for more predisage analyis.

This service is especially useful if you do not have the software for viewing a DICOM image
and want to sa¥it or view it in a browser window.

Making WS Access Available
You can provide Internet access endusers (clients) by defining the users:
Follow the specific instructions the AuthenticationService
Parameters not listed above aog-configurable.

1. AuthenticationService(HTTP Identification Rules and Configuring CMO users for
Internal Authenticatiosection}

Ensure the users are listedlire IBM CM Archiver Servicein the User Profiles tab

Enable the users to get started quickly by providing them witih@® Web Client
Guide(separate document).

Configuring WS Access

The only parameter that can be modified istimeout in theNsAccess.propertidge in the
WsAccesdolder.

service.timeout.sec = 120

Changethe valugto thenumber of seconds of inaction tltanelapse before the service stops
processing the request

Log Tab

For information about Service logs, dhe Logssectionon pagelo.

Hot Configurability

The WS Access service parameter isd¢mifigurable The cache is emptied when the
parameter is changed.service restart is not required for the changes to take effect.

4.12 WADO Service

Web Access to DICOM Persistent Objects (WADO) is a part of the DICOM standard that
defines a welbased method of access to DICOM persistent objectsjrifeages, medical
imaging reports). ThREMO WADO service supports the retrieval of medical images via
HTTP, using the DICOM Unique IdentiferThe CMO WADO service permitgnage

retrieval in a presentatiemeady form likeJFEG, or in a nativeDICOM format
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Using WADO URL
TheWADO URL is as follows:

http://[<Host:<Port>/PandaWadoWeb/wado?
requestType=requestType& contentType=contentType& studyUID=<studyUID>&series
UID=<seriesUID>&objectUID=<objectUID>&columns=<columns&rows=<rows>&image
Quality=<imageQuality& frameNumber=fkameNumbes

Parameter Description Possible Mandatory
Values
Host The name of the computer on | Yes
which CMO is installed
Port The HTTP transport port Yes
number provided in the i
AboutThisProfile.txt file (see
pagel?)
requestType The request type WADO Yes
contentType The type of theesulntimage | application/dicom | Optional If
imaaefipe missing default is
. gelpeg image/jpeg
image/bmp
studyUlD StudyUID to which the image | Yes
belongs
seriesUID SeriesUID to which the image | Yes
belongs
objectUID Service Object PaifSOP) i Yes
instanceUID of the image
columns* Number of pixel columns 1-2000 Optional Relevant
only if contentType
is image/jpeg
rows* Number of pixel rows 1-2000 Optional Relevant
only if contentType
is image/jpeg
imageQuality The required image quality of | 1-100 Optional If
the resukintimage (1=poor: Imiss'ing default is
100=best) 100
Relevant only if
contentType is
image/jpeg
frameNumber The required frame number Integer >=0 Optiond. If
missing default is
0

*NOTE: CMO maintains the correct aspect rdboimages:

1 If youspecifyfb ot h

Ar ows 0 paramegtergCRIO ihterpres themas

maximumvaluesandchooses size for the image within these constrainitéle
maintaining he aspect ratio.

1 If you specifyonly one of the parameteiSMO maintairs the aspect ratio.
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If you specify neither parametehe image is semtccording tdts original size

Configuring WADO
You can modify these paratees in theWadapropertiedile in the WADO folder

Parameter Description

service.timeout.sec The number of seconds of inaction that elapse before the service stq

processing the requestg., 120

service.cache.size The maximum number of DICOM filekat can be saved in the WADO

cache. 0 indicates that there is no cache.

Log Tab

For information about Service logs, see ltlogs section on pag#9.

Hot Configurability

The WADO service parametearehot-configurable The cache is emptied when the
parameter is changed. A service restart is not required for the changes to take effect.

4.13 DICOM Federation Service

Goalsof the DICOM Federation service

A
A
A
A

A

Connect tdDICOM sources such as PACS systems dispersed on the network in a
hospital or group of hospitals

Provide a single access point to all dispersed DICOM sources
Enable searching for DICOM images and consolidating the results of queries

Routerequests to spedif DICOM sources to retrieve DICOM images to their
intended destination

Work in conjunction with other CMO services to address more complex scenarios

To searchPICOM Federation serviceins theC-FIND operation To request a file, it runs
the CMOVE operdion. (For more information about these operations, seBEOM In
Service

Parameters not listed above are-tmfigurable.
DICOM In Servicesection.)

Configuring DICOM Federation

You can modify these parameters in the DicomFederatiopertiedile in the
DicomFederatioffiolder.
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