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Preface 

Purpose 

This is the IBM Content Management Offering (CMO) Administrator Guide. It contains 

instructions for activating and configuring CMO as well as descriptions of all CMO services 

and administrative console features. 

Intended Audience 

This guide is intended for IT professionals and system administrators. Familiarity with the 

following products is assumed: 

Á IBM WebSphere Application Server v 7 

Á IBM Tivoli Directory Server v 6.1 (optional) 

Á IBM Content Manager v 8.4 

Á IBM DB2 v 8.1 or later 
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1 Introduction to CMO 

IBM Content Management Offering (CMO) is an open and extendable system for medical 

data management, enabling organizations to easily exchange, store, process, and retrieve 

digital medical media. CMO is based on the principles of Service Oriented Architecture 

(SOA), a business-centric IT architectural approach that supports integrating your business as 

linked, repeatable business tasks or services. CMO provides a comprehensive portfolio of 

services integrated into a single powerful solution. This approach enables healthcare 

organizations to 

Á Select only those services needed 

Á Implement an aggregated or federated approach for medical data management 

Á Avoid being locked in to a single vendor 

Á Use powerful management services that enable web-based system configuration and 

a comprehensive view of the current system status 

CMO services interoperate by exchanging XML-based messages ï or Bus Messages ï via 

the CMO Service Integration Bus. CMO executes predefined flows, each defining a specific 

path that the Bus Message takes as the Service Integration Bus moves it between services to 

address specific business tasks. 

CMO comes with a web-based administrative console that provides comprehensive 

management capabilities, such as centralized service configuration, continuous system status 

monitoring, and viewing diagnostics data collected for CMO services and infrastructure.  

This guide is organized as follows: 

Á Chapter 2 System Activation ï provides instructions for starting up and shutting 

down CMO, as well as accessing the admin console. 

Á Chapter 3 CMO Configuration ï provides general information about configuring 

CMO, message flows, and deployment. 

Á Chapter 4 CMO Services Configuration ï provides instructions for viewing and 

modifying each service type configuration. 

Á Chapter 5 Diagnosticsï provides information about the Diagnostics view of the 

console. 
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2 System Activation 

2.1 Starting CMO 

NOTE: Prior to starting CMO, you must ensure that IBM Content Manager, IBM Tivoli 

Directory Server (if used as an LDAP server for managing CMO users) and DB2 are up and 

running. 

CMO is started by starting the IBM WebSphere Application Server profile that was created 

and on which CMO services were deployed during CMO installation. 

To start the CMO:  

Á If you are using Windows, in Windows Explorer, navigate to 

é\IBM\CMO\scripts\WAS, and then double-click serverStart.bat. 

Á If you are using AIX, in the shell window, navigate to é/scripts/WAS, and then run 

./serverStart.sh. 

2.2 Shutting Down CMO 

Shut down CMO by stopping the IBM WebSphere Application Server profile that was 

created and on which CMO services were deployed during CMO installation. 

To shut down CMO: 

Á If you are using Windows, in Windows Explorer, navigate to 

é\IBM\CMO\scripts\WAS and double-click serverStop.bat. 

Á If you are using AIX, in the shell window, navigate to é/scripts/WAS and run 

./serverStop.sh. 
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2.3 Accessing the CMO Administrative Console 

To access the CMO console: 

1. In your web browser, enter the URL http://<host>:<port>/CMO/, where <host>  is 

the name of the computer on which CMO is installed and <port>  is the HTTP 

transport port number provided in the AboutThisProfile.txt  file (see page 17)). The 

Welcome screen of the CMO administrative console is displayed. 

 

Figure 1: CMO Admin Console Welcome screen 

2. Enter the username and password of a CMO administrative user. The CMO offering 

comes with preconfigured default initial user "admin" and password "adminp". 

See "Managing Administrative Users and Passwords" on page 10 for additional 

information about adding and removing administrative users. 

3. Click Login to enter the CMO console. The Monitor view is displayed.  

The CMO console contains three views ï Monitor, Configuration, and Diagnostics, 

and all are accessible via the control bar displayed in the upper right-hand area of the 

console.  

o The Monitor view allows you to view all currently active services as well as the 

number of active instances for each service.  See the CMO Monitor View section 

on page 12 for additional information.  

NOTE: Services displayed in the Monitor view are only those services that are 

currently active (up and running) on your CMO system. 

o The Configuration view of the console allows you to view all available message 

flows and to define the behavior of all services. See Chapter 3 CMO and Chapter 

4 CMO Services for additional information. 
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o The Diagnostics view displays all notifications (diagnostic data) sent by the 

CMO services. See Chapter 5 Diagnostics on page 77 for additional information. 

2.4 Managing Administrative Users and Passwords 

Administrative users are allowed to log into the CMO Administrative Console and perform 

administrative tasks such as configuring services, monitoring system status, and viewing 

system diagnostics. CMO comes with the preconfigured initial user "admin" and password 

"adminp". To add or delete administrative users or change passwords for existing users, use 

the scripts provided in the CMO folder. 

 Setting/Changing Passwords 

To add new administrator users or to change passwords for existing users, use the 

setpasswd.sh (for AIX) and setpasswd.bat (for Windows) commands.  

NOTES 

Á Only super users can run this script. 

Á The order of parameters is important. List the user name first, followed by the 

password. 

Á This script does not require you to restart the system. Changes take effect the next 

time you log in to the Admin console. 

To add new users or change passwords for existing users: 

Windows: 

1. Open the command prompt and navigate to scripts\CMO, located under the CMO 

installation root. 

2. Run setpasswd.bat <username> <new password>. 

AIX:  

1. In the shell window, navigate to scripts/CMO, located under the CMO installation 

root. 

2. Run ./setpasswd.sh <username> <new password>. 

Both the user name and password are case sensitive. If no parameters are entered, 

instructions for using the script are displayed. 

 Deleting Users 

To delete administrative users, use the deleteuser.sh (for AIX) and deleteuser.bat (for 

Windows) commands.  

NOTES: 

Á Only super users can run this script. 
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Á This script does not require a system restart. Changes take effect the next time an 

attempt is made to log in to the admin console. 

To delete users: 

AIX:  

1. In the shell window, navigate to scripts/CMO, located under the CMO installation 

root. 

2. Run ./deleteuser.sh <username>. 

Windows: 

1. Open command prompt and navigate to scripts\CMO, located under the CMO 

installation root. 

2. Run deleteuser.bat <username>. 

If no parameters are entered, instructions for using the script are displayed. 
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3 CMO Configuration 

CMO is deployed with pre-defined default configuration settings. These settings can be 

modified as necessary using the Configuration view of the CMO administrative console. 

The Configuration view allows you to view all available message flows and to define the 

behavior of all services (explained in Chapter  4).  

This chapter includes the following sections: 

Á CMO Monitor View, below  

Á Message Flows, page 14 

Á Configuring the Console, page 16  

Á Deployment, page 16  

Á Monitoring Port Activity, page 17 

3.1 CMO Monitor View 

When you launch the CMO console, the Monitor view is displayed, showing all services that 

are currently active, as well as the number of active instances per service. Note that more than 

one instance of a service can be deployed for load balancing purposes. 

The system updates the information displayed in the Monitor view according to the polling 

frequency configured in the Console configuration editor of the Configuration view. See 

Console on page 16 for additional information. The Monitor view shows active services 

connected via the CMO Service Integration Bus. 
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Figure 2: Monitor view 

Clicking anywhere in the title bar of a service displays two options: one for configuring the 

service and the other for viewing the service details.  

 

Figure 3: Service menu 

Clicking Configure takes you to the Configuration view of the console, directly to the editor 

of the selected service. For information about configuring services, see CMO Services 

Configuration on page 18.  

Clicking Details opens a dialog displaying a table listing all active service instances. For each 

instance, the ID, location, and amount of time (in minutes) that the instance has been active 

are displayed. 
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Figure 4: Service instances 

3.2 Message Flows 

Flows combine services to create business flows and define the path that a message takes as 

the Service Integration Bus moves it between services. The Flows branch of the 

Configuration navigation tree (see the panel on the left in Figure 5) allows you to view all 

CMO flows.  

The Success Flow Steps area (see the panel on the top right in Figure 5) displays the 

successful path for each flow, and the Flow Details area (see the panel on the bottom right in 

Figure 5) displays the full set of possibilities for each step of the flow. This shows what 

happens when a step is successful as well as what happens when a step fails. A green box 

displayed before a branch name in the Flow Details area indicates a successful result of 

message processing by a service, while a red box indicates an error. 

The Success Flow Steps area and the Flow Details area are synchronized in terms of selection 

ï selecting a service in the Success Flow Steps area causes the selection of the same service 

in the Flow Details area, expanding the tree if necessary. Selecting a service at the bottom 

also modifies the selection in the top area as well. 
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The image below displays the details of the panda-c-find-flow. 

 

Figure 5: Flow details 

The following flows are available: 

Á panda-zero-flow ï Automatically redirects all incoming requests to the specific 

business needs-oriented flow, based on parameters of the entity that establishes 

contact with CMO.   

Á panda-association-flow ï Defines the flow for processing an association request 

from a peer DICOM entity. 

Á panda-notification-flow ï Defines the flow of CMO system messages containing 

service diagnostics data. 

Á panda-c-find-flow ï Defines the flow for processing a C-FIND request from a peer 

DICOM entity. 

Á panda-c-store-flow ï Defines the flow for processing a C-STORE request from a 

peer DICOM entity. 
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Á panda-c-move-flow ï Defines the flow for processing a C-MOVE request from a 

peer DICOM entity. 

Á panda-c-move-find-flow ï Defines the flow for processing a C-MOVE request from 

a peer DICOM entity. This flow uses C-FIND intermediate internally for filtering 

non-authorized results. 

Á panda-storage-commit-flow ï Defines the flow for processing a Storage Commit 

request from a peer DICOM entity. 

Á panda-hl7-flow ï Handles different types of HL7 messages by sending the relevant 

parameters to the IBM CM Archiver service for updating data in the Content 

Manager. 

3.3 Console Configuration  

Selecting Console from the Configuration navigation tree allows you to configure the settings 

of the administrative console application itself. This includes definition of the level used for 

logging performed by the console application and configuring runtime status monitoring 

settings.  

The admin console periodically sends requests to the Admin Service asking for the latest 

updated system status, such as the list of services that are currently active. This information is 

then used in the Monitor view of the console. Runtime status monitoring by the console can 

be either enabled or disabled. Note that disabling the monitor does not affect the CMO 

services and does not stop tracking of the service status by the CMO infrastructure. The 

Runtime Status Monitoring Interval allows you to define the frequency (in seconds) at which 

the Monitor is updated. 

 

Figure 6: Console Configuration editor 

3.4 Deployment 

Selecting Deployment from the Configuration tree allows you to view the CMO deployment 

configuration, which lists the services that have been deployed during CMO installation. Note 

that these settings cannot be altered. 
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3.5 Monitoring Port Activity 

The AboutThisProfile.txt file is created during the installation process.  Amongst other 

things, this file includes information about ports that this profile uses to listen for incoming 

HTTP requests.  

The file is in this WAS home directory location: 

Profiles > name of CMO profile as specified during CMO installation > 

Logs/AboutThisProfile.txt  
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4 CMO Services Configuration 

The Services branch of the Configuration tree allows you to view and modify each service 

type configuration as necessary. Service type configuration is shared by all instances of that 

service type. You can configure all available CMO services, and not just those services with 

currently active instances.  

Each service type has its own set of configuration parameters and its own custom 

configuration editor. Clicking a specific service entry in the navigation tree opens this service 

configuration editor. Whenever you change one of the parameters, prior to saving, an asterisk 

is displayed, denoting that a change has been made. This asterisk appears next to the 

configuration editor title, near the service name in the navigation tree, and in the menu bar, 

adjacent to Configuration . 

Note that each configuration editor may contain one or more tabs. Clicking either Save All or 

Cancel All affects changes made in all tabs of the active editor since the previous "Save All " 

or "Cancel All " action. Once you save your changes, they cannot be automatically undone ï 

each change must be manually reverted as necessary. 

Services may support either full or partial hot configuration, meaning that after Save All is 

clicked, configuration changes take effect immediately. If you change parameters that are not 

hot-reconfigurable, a message indicating that the service must be restarted for the changes to 

take effect will be displayed.   

After you click Save All and before the configuration changes are actually saved, CMO 

performs validation of the changes. If validation fails, an error is displayed and changes are 

not saved. If CMO could not perform the validation, a message is displayed and changes are 

saved. If validation succeeds and changes are successfully saved, no message is displayed and 

the asterisk disappears.  

This chapter explains how to use logs in all CMO services and then describes the following 

configuration editors: 

Á  4.3 Admin Service 

Á  4.4 Service Integration Bus 

Á  4.5 IBM CM Archiver Service 

Á  4.6 DICOM In Service 

Á  4.7 Authentication Service 

Á  4.8 Notification Service 
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4.1  4.9 Transformation ServiceNotification Service 

Á  

Á  4.10 HL7 Service 

Á  4.11  WS Access Service 

Á  4.12  WADO Service 

Á  4.13  DICOM Federation Service 

Á  4.14  PIX/PDQ Client Service 

Á  4.15  XDS-I.b Source Service 

Á  4.16  XDS-I.b Consumer Service 

Á  4.17  Common Configuration Editor 

4.2 Logs 

Each Service editor contains a Log tab that allows you to specify the service-specific log 

configuration for that service. Information printed to log normally includes low-level 

technical details about service functioning. Logs are used by the CMO maintenance team to 

ensure that the system and services are working properly, as well as to investigate unexpected 

system behavior and failures. 

CMO uses jLog for logging capabilities. The jLog configuration enables you to specify log 

levels for controlling the amount of information that reaches the log file. For additional 

information about jLog, refer to 

https://cs.opensource.ibm.com/docman/view.php/1200/32508/usersGuide.html. 

The following levels are available: 

Á ERROR ï Prints error messages only 

Á WARN ï Prints all information provided by the ERROR level and warning 

messages  

Á INFO ï Prints all information provided by the WARN level and informative 

messages 

Á DEBUG ï Prints all information provided by the INFO level and debug messages 

Á ALL  ï Prints all messages 

If the system is running in operational mode, it is recommended to configure all logs for all 

services at either the ERROR level or the WARN level. 

The log level is changed by modifying the following line to specify the desired level: 

com.ibm.level=<desired level> 

Where <desired level>  can be ERROR, WARN, INFO, DEBUG, or ALL. 

https://cs.opensource.ibm.com/docman/view.php/1200/32508/usersGuide.html
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Log configuration is not hot-configurable. Any changes to this configuration require a service 

restart to take effect. No warning is provided by CMO in this case. 

4.3 Admin Service 

The Admin Service is responsible for all administrative tasks and acts as the backend for the 

administrative console. This service manages the retrieval, updating, validation and 

distribution of configuration data for each service as required, and is also responsible for 

tracking service availability status. 

 Log Tab 

For information about Service logs, see the Logs section on page 19. 

4.4 Service Integration Bus 

The Service Integration Bus passes messages between services according to the pre-defined 

flows displayed in the Flows branch of the Configuration tree.  

 Service Tab 

Services may create files in temporary file storage during flow execution. All files are kept 

for the duration of the flow execution. The Temporary File Storage area in the Service Tab 

allows you to decide how temporary files are handled once the flow execution is complete. 

You can delete files if the processing of all services in the flow has completed successfully 

(by selecting On Success) or if at least one service reported a processing error in the course 

of flow execution (by selecting On Error ). You can select one or both options. If you do not 

select either option, temporary files will not be deleted. 

 

Figure 7: Service Integration Bus Configuration - Service tab 

 Log Tab 

For information about Service logs, see the Logs section on page 19. 
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 Hot Configurability 

All parameters in the Service Integration Bus are hot-configurable. A service restart is not 

required for the changes to take effect. 

4.5 IBM CM Archiver Service 

The IBM CM Archiver service is responsible for contacting the IBM Content Manager (CM) 

to store, retrieve, and update images as well as other content managed by CMO.  

The IBM Content Manager (CM) manages all types of digitized content across multiple 

platforms, databases and applications. It provides imaging, digital asset management, web 

content management and content integration. For additional information about the IBM 

Content Manager, refer to the IBM Information Center: 

http://publib.boulder.ibm.com/infocenter/cmgmt/v8r4m0/index.jsp. 

The IBM Content Manager must be installed and configured separately, prior to installing 

CMO and configuring the IBM CM Archiver Service. Some parameters required for the IBM 

CM Archiver Service configuration must be specified according to the Content Manager 

configuration.  

 Service Tab 

The Object Overriding area defines the behavior that occurs if a request is made for storage 

of an image with SOP Instance UID, for which an image with that SOP Instance UID already 

exists in the archive.  

 

Figure 8: IBM CM Archiver Configuration - Service tab 

If you select No Override in the Policy list and an attempt is made to store an image with the 

existing SOP Instance UID, the request is rejected.  

If you select Add Object and an attempt is made to store an image with the existing SOP 

Instance UID, the new image is stored, and an override suffix together with an automatically 

generated number is appended to the end of its SOP Instance UID to distinguish the new 

image from the existing image.  

When you define the Override Suffix, ensure that the value only contains digits and dot 

characters. Use a dot "." as the last character, as shown in the figure above. 

http://publib.boulder.ibm.com/infocenter/cmgmt/v8r4m0/index.jsp
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 CM Tab  

The CM tab allows you to configure how the CM Archiver service works in conjunction with 

the CM. 

 

Figure 9: IBM CM Archiver Configuration - CM tab 

The Storage Attempts field allows you to define the number of times that CMO tries to store 

content in the CM in case of failure, until it rejects the request. 

In the Database and Schema fields, enter the database and schema names to use for 

connecting to the CM. 

The CM Users table lists the users to be used by the IBM CM Archiver service when 

accessing the CM. There must be exactly one user defined as the administrator. The 

administrator user cannot be deleted. 

NOTE: CM users listed in the CM Users table must exist in CM. Their names and passwords 

must match those configured in CM. An initial set of CM users is automatically created 

during CMO installation. 
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 Configuring CM Users 

You can add, edit, or delete CM users as required. 

To add a CM user: 

1. Click Add. The Add CM User dialog is displayed. 

 

Figure 10: Add CM User dialog 

2. Enter the required User ID and corresponding password, as defined in the CM. 

3. If you want the new user to be the administrator, select the Is Administrator  

checkbox. 

4. Enter a meaningful description of the new user (optional). 

5. Click OK . 

To edit CM users: 

1. Select the user to be edited, and click Edit  (or double-click the row). 

2. Modify the user details as required, following the same steps as those given in the 

procedure for adding a CM user. Note that user names and passwords must match 

those configured in CM. 

 User Profiles Tab 

CMO holds a collection of preconfigured CMO users, which can represent, for example, 

distinct institutions or departments according to your specific business needs. Upon receiving 

a request, the CMO system identifies the CMO user to associate with the request, as 

explained in detail in the  

Parameters not listed above are hot-configurable. 

Authentication Service section on page 38. The IBM CM Archiver service allows the creation 

of distinct user profiles for distinct CMO users. Each user profile defines the set of 

parameters to use when interacting with the IBM Content Manager during the processing of 

requests issued by the specific CMO user. This mechanism allows distinct CMO users to 

isolate data archived in the CM. 
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The User Profiles tab allows you to create and edit CMO user profiles for accessing the CM. 

User profiles are comprised of the following parameters: 

Parameter Description 

User ID The name of the CMO user for whom the profile is defined. 

Description Description of the profile. 

CM Retrieve User CM username to use for querying CM. CM Retrieve Users are taken 

from the list of CM users defined in the CM tab. For further information 

about CM users, see the CM Tab section on page 22. 

Partition The name of the partition to use for this CMO user. The partition 

contains a set of rule-based policies for making decisions about the 

target CM Resource Manager, ACL and other CM parameters to use 

when uploading data to the CM for the given CMO user. Partitions are 

defined in the Partition tab. For further information about partitions, see 

the Partitions Tab section on page 26. 

 

Figure 11: IBM CM Archiver Configuration - User Profiles tab 
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 Configuring User Profiles 

You can add, edit, or delete user profiles as required. 

To add a user profile: 

1. Click the Add button as shown in the image above. The Add User Profile dialog is 

displayed. 

 

Figure 12: Add User Profile dialog 

2. Enter the CMO User ID, and then enter a description of the profile that you want to 

create. CMO user details can be managed in an internal repository provided by CMO 

or, alternatively, IBM Tivoli Directory Server (TDS) v 6.1 can be used as an LDAP 

server for managing CMO users. For more details on CMO user management and 

authentication, see the Authentication Service section on page 38. Note that the CMO 

user for whom the profile is created must exist in the CMO user repository (either 

internal or TDS, according to your environment configuration). 

3. Select the CM Retrieve User to be used for querying the CM when the specified 

CMO user triggers a request whose processing involves data retrieval from the CM. 

4. Select the partition to be used for making decisions about the target destination and 

other parameters (as explained in the Partitions Tab section on page 26) in the CM 

for data uploading triggered by the specified CMO user. 

5. Click OK . 

To edit user profiles: 

1. Select the profile to be edited, and click the Edit  button (or double-click the row). 

2. Modify the profile as required, following the same steps as those given in the 

procedure for adding a user profile. 
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 Partitions Tab 

Partitions contain rule-based policies for making decisions about the CM Resource Manager, 

Collection and CM user to use for uploading data to the CM as well as which ACL to attach 

to the newly-added data in the CM. The set of these parameters is collectively referred to as 

the "Destination". The Partitions tab allows you to add new partitions and edit existing 

partitions. After a partition is defined in this tab, it can be associated with a specific CMO 

user as explained in the User Profiles Tab section on page 23. The partition mechanism 

allows for the isolation of data archived in the CM by distinct CMO users (which can 

represent, for example, distinct institutions or departments, according to your specific 

business needs).  

For additional information about the specific IBM Content Manager concepts, refer to the 

IBM Information Center: http://publib.boulder.ibm.com/infocenter/cmgmt/v8r4m0/index.jsp. 

 

Figure 13: IBM CM Archiver Configuration - Partitions tab 

http://publib.boulder.ibm.com/infocenter/cmgmt/v8r4m0/index.jsp
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 Configuring Partitions 

Partitions can be added, edited or deleted as required. 

To add a new partition: 

1. Click the Add button as shown in the image above. The Add Partition dialog is 

displayed. The Upload Policies table should be filled in with rule-based policies to 

use when making decisions about the target Destination for uploading data to the 

CM. Rules define conditions on values of Bus Message attributes. If you have not 

specified an upload policy or no policy matches the specific request being processed, 

the Default Destination that appears at the bottom of the dialog is used. 

 

Figure 14: Add Partition dialog 

2. Enter a meaningful name as well as a description for the partition being created. 
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3. Click Add to add a new upload policy, if necessary. The Add Partition Upload Policy 

dialog is displayed. Upload policy defines the CM Destination to use if conditions of 

ALL rules within the policy are met. 

NOTES:   

o Each upload policy must contain at least one rule. 

o Rules creation requires understanding of XPath. 

 

Figure 15: Add Partition Upload Policy dialog 

4. Enter a meaningful name as well as a description for the upload policy being created. 
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5. Click Add to add a new rule. The Add Rule dialog is displayed. 

 

Figure 16: Add Rule dialog 

6. Enter a meaningful name and a description for the rule being created. 

7. Enter the XPath that defines how to search for the Bus Message attribute whose value 

will be inspected by this rule. 

8. Select the desired action name. The action defines the condition to be applied on the 

value of the attribute specified above to realize whether the rule matches the Bus 

Message currently being processed. 
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9. In the Parameter field, enter the value (or values) to be used by the action. For 

example, if the rule should test whether a patient name contained in the Bus Message 

equals "John Smithò, type John Smith.  

 

Figure 17: Add Rule dialog with sample values 

Note that there are no limits on the syntax for this value. Moreover, actions may 

require more than one value to be specified within Parameter field. 

NOTE: You must ensure that the syntax used for specifying the parameter matches 

the syntax expected by the selected action. See more details about Actions in the Rule 

Actions section on page 32. 

10. Click OK  to close the Add Rule dialog and return to the Add Partition Upload Policy 

dialog. Repeat steps 5-9 above to add as many rules as necessary. 

11. In the Destination area of the Add Partition Upload Policy dialog, select a CM 

Upload User to be used in this upload policy from the dropdown list. 

12. Enter the ACL Name, Collection and Resource Manager to be used in this upload 

policy, and then click OK  to close the Add Partition Upload Policy dialog and return 

to the Add Partition dialog.  

NOTE: The ACL Name, Collection, and Resource Manager you specify in the 

Destination must exist in CM. The specified values must exactly match those 

configured in CM.  

13. Repeat steps 3-12 to add as many upload policies as necessary. 
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14. In the Default Destination area of the Add Partition dialog, select CM Upload User 

from the dropdown list, enter the required ACL Name, Collection, and Resource 

Manager as in the example shown below, and click OK . 

NOTE: The ACL Name, Collection, and Resource Manager you specify in the 

Destination must exist in CM. The specified values must exactly match those 

configured in CM. 

 

Figure 18: Add Partition dialog with sample values 

To edit existing partitions: 

1. Select the partition to be edited, and click the Edit  button (or double-click the row). 

2. Modify the partition as required, following the same steps as those given in the 

procedure for adding a partition. 
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 Rule Actions Tab 

The Rule Actions tab allows you to define the conditions applied to Bus Message attribute 

values by the Upload Policy rule as explained in the procedure for adding and editing 

partitions. External Actions are implemented as Java classes. A set of predefined external 

actions is supplied with CMO. More external actions can be added as needed.  

Script Actions are for future use.  

 

Figure 19: IBM CM Archiver Configuration - Rule Actions tab 

 Configuring Rule Actions 

Rule actions can be added, edited, or deleted as required. 

To add a new external rule action: 

1. In the External Actions area, click Add. The External Rule Action dialog is 

displayed. 

 

Figure 20: Add External Rule Action dialog 

2. Enter a meaningful name and description of the external rule action being created. 

3. Enter the required classpath in the Classpath field. The classpath is the path to the 

Java class implementing the rule action. 

4. Click OK to save the rule. 
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To edit rule actions: 

1. Select the action to be edited and click the Edit  button. 

2. Modify the profile as required, following the same steps as those given in the 

procedure for adding a user profile. 

 Log Tab 

For information about Service logs, see the Logs section on page 19. 

 Hot Configurability 

The following parameters in the CM Archiver service are not hot-configurable. Changes in 

those parameters require a service restart to take effect. A warning stating that a service 

restart is required will be displayed.   

Parameter Location 

Database CM tab 

Schema CM tab 

Administrator user ID CM tab 

Administrator password CM tab 

 

Parameters not listed above are hot-configurable. 

4.6 DICOM In Service 

DICOM ï Digital Imaging Communications in Medicine ï is the standard imaging and 

communications protocol for transmitting, storing and printing medical images. The CMO 

DICOM In Service facilitates communication between DICOM entities on the network by 

receiving incoming requests. For additional information about the DICOM standard, refer to 

http://medical.nema.org/.  

http://medical.nema.org/
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 Service Tab 

 

Figure 21: DICOM In Service - Service tab 

Enabling Skip Authentication may be used to skip authorization and authentication 

processes for incoming requests. 

Enabling DICOM File Validation  means that when a DICOM file is uploaded from the file 

system, it undergoes validation. All files that do not conform to the standard DICOM format 

(Part 10 of the DICOM standard) are rejected. If you need to upload files that do not strictly 

follow DICOM standard format, it is recommended to disable this option. This option is 

disabled by default. 

The Move via Find process is used to improve performance of the C-MOVE operation. It 

allows for the authorization of instances requested by C-MOVE prior to loading them. If you 

are using the authorization service, it is recommended to enable this option. This option is 

enabled by default. 

The Service AETs table lists the service Application Entity Titles (AET). Application entity 

titles identify DICOM entities on the network in a unique way. There can be more than one 

service AETs, and all service AETs currently work in the same way. "CMO" is the default 

service AET. 

To add a new service AET, click Add and enter the desired title. To edit an existing AET, 

select the AET, click Edit  (or double-click the AET to modify), and enter the desired title. 

 Profiles Tab 

The Profiles tab allows you to add and edit DICOM In service profiles, which define the 

DICOM service instance entry points and mode of response. There must always be one 

default profile, and this option is enabled via the Add/Edit Service Profile dialog. 

The C-FIND Response Character Set allows you to define the character set in which DICOM 

responses are provided. If NO OVERRIDE is selected, there are two possible outcomes: 

Á If a character set is provided in the request, the response returns files using that 

character set. 

Á If no character set is provided in the request, the response returns files in the 

DICOM default character set (ASCII). 
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If  a character set is provided in the request and a different character set is defined in the 

profile, the response returns files using the character set defined in the profile, thus overriding 

the character set provided in the request. 

NOTE: UTF-8 is Unicode and can be used with all character sets. If you select UTF-8, files 

returned by the response are easy to translate later on. 

 

Figure 22: DICOM In - Profiles tab 

 Configuring DICOM In Profiles 

DICOM In profiles can be added, edited or deleted as necessary. 

To add a new profile: 

1. Click Add. The Add Service Profile dialog is displayed. 

 

Figure 23: Add Service Profile dialog 

2. Enter a unique Profile ID. 

3. Enable Is Default if this is to be the default profile. 

4. Select a character set, if necessary. 



36  ¶  Configuring CMO IBM Content Management Offering Administrator Guide 

5. Click Add to add a new profile entry point for the DICOM service instance to listen 

on. The following dialog is displayed. 

 

Figure 24: Add Profile Entry Point dialog 

6. Enter the receiving host, which can be an IP, a host name or ñlocalhostò. 

7. Enter the receiving port, which cannot clash with other ports. 

8. Select the backlog, which is the socket maximum queue length for incoming 

connection requests. If a connection indication arrives when the queue is full, the 

connection is refused. 50 is the default value. 

9. Enter a security profile, which must be selected from the list of security connection 

profiles defined in the Common Configuration tab. See the Security Connection 

Profiles section on page 72. 

10. Click OK  to exit the Add Profile Entry Point dialog, and then click OK  again to exit 

the Add Service Profile dialog. 

To edit an existing profile: 

1. Select the profile to be edited, and click the Edit  button (or double-click the profile). 

2. Modify the profile as required, following the same steps as those given above.  

 DICOM Peers Tab 

DICOM peers make association requests of the DICOM service via the receiving sockets. 

These requests can be either accepted or rejected. The DICOM Peers area allows you to 

configure the parameters for DICOM peers. The following parameters can be defined: 

Parameter Description 

AET Contains a list of all AET titles. If an AET title is not on this list, it will not 

be recognized, and the system will reject the association. 

Destination Host The remote host name or IP address. 

Destination Port The port used for outbound associations with the peer. 

Security Profile The security profile is taken from the Common configuration.  If not 

specified, the connection will run in a non-secure manner.   

NOTE: If a value in the security profile is missing in the Common 

configuration, configuration validation during DICOM In service start-up 

fails and the service does not start. 
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Figure 25: DICOM In Configuration - DICOM Peers tab 

 Configuring DICOM Peers 

DICOM peers can be added, edited or deleted as required. 

To add a new DICOM peer: 

1. Click Add, as shown in the image above. The Add DICOM Peer dialog is displayed. 

 

Figure 26: Add DICOM Peer dialog 

2. Enter the requested information in each of the fields, and then click OK . 

To edit an existing DICOM peer: 

1. Select the DICOM peer to be edited, and click the Edit  button. 

2. Modify the DICOM peer as required, following the same steps as those given in the 

procedure for adding a DICOM peer. 

 Log Tab 

For information about Service logs, see the Logs section on page 19. 

 Hot Configurability 

The following DICOM In service parameters are not hot-configurable. Changes in those 

parameters require a service restart to take effect. A warning stating that a service restart is 

required will be displayed.   
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Parameter Location 

Any profile changes, including 

parameters for existing profiles as well 

as for adding/deleting of profiles 

 

Move via Find Service tab 

DICOM File Validation parameter Service tab 

 

Parameters not listed above are hot-configurable. 

4.7 Authentication Service 

Upon receiving a request, the CMO systemôs first action is to identify the CMO user to be 

associated with the request. CMO users can be managed in the IBM Tivoli Directory 

Serverðused as an LDAP serverðor internally in the Authentication service configuration.  

CMO supports DICOM and HTTP requests. DICOM requests contain information about the 

sending AET and host name, the receiving AET and port number, the DICOM user, and the 

password. HTTP requests contain information about the requester (user name, password, and 

host name) and the receiving port. The identification process is based on the request content 

and on the information stored in the CMO user directory (LDAP or internal). To identify the 

CMO user that either partially or entirely matches the request attributes, the Authentication 

service searches the LDAP directory or the Authentication service configuration (according 

to the currently selected mode). The rules on which the user directory search is based are part 

of the Authentication Service configuration. 

Each CMO user defined in the user directory has attributes that contain information found in 

requests. In addition, each CMO user definition includes an associated mapping between the 

sender type (DICOM or HTTP), the message type (e.g., association, C-FIND), and the 

corresponding CMO flow. This mapping is used by CMO to identify the flow to be used for 

processing requests with specific sender and message types issued by a particular CMO user. 

LDAP and internal authentication cannot be used simultaneously. You can switch back and 

forth between LDAP and internal authentication without losing authentication settings that 

you may have configured previously.  

NOTE: User information stored in the LDAP and Authentication service configuration is 

distinct. No automatic synchronization between these two user directories is performed. 

 Service Tab 

The Service tab is used to switch between LDAP and Internal Authentication modes and to 

configure DICOM Identification Rules and HTTP Identification Rules. 
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Figure 27: Authentication Configuration - Service tab 

 DICOM Identification Rules 

DICOM identification rules are used when a request comes via the DICOM In Service. All 

selected criteria must be met by the incoming request. If the user cannot be identified 

according to the selected criteria, the request authentication fails. At least one of the criteria 

must be selected. 

Selecté To search according toé 

User DICOM user (currently not supported) 

Password DICOM password (currently not supported) 

Sending AET The AET in the DICOM request 

Sending Host The host that sent the DICOM request to CMO 

Receiving AET The AET of CMO 

Receiving Port The CMO port that received the DICOM request 

 

 HTTP Identification Rules 

HTTP identification rules are used when a request comes via the HTTP request. All selected 

criteria must be met by the incoming request. If the user cannot be identified according to the 

selected criteria, the request authentication fails. At least one of the criteria must be selected. 

Selecté To search according toé 

User The user provided in the HTTP request  

Password The password provided in the HTTP  

Sending Host The host that sent the HTTP request to CMO 

Receiving Port The CMO port that received the HTTP request 

URL Query The query string provided as part of the URL, composed of a series of 

field=value pairs separated by an ampersand 
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To enable WS Access Service, if Internal Authentication is enabled, in the HTTP 

Identification Rules you must select User and Password and ensure that all other checkboxes 

are not selected.  

 LDAP  

When you disable Internal Authentication in the Service tab, IBM Tivoli Directory Server is 

used as an LDAP server for managing CMO users. If you enable Internal Authentication, this 

LDAP tab is not accessible. 

 

Figure 28: Authentication Configuration - LDAP tab  

 

Configuringé Allows you to defineé 

URL The URL where the IBM Tivoli Directory Server is located, including the 

port number. 

If  the LDAP server location changes, this field must be redefined 

accordingly. 

Root The location on the system where CMO sits, relative to the LDAP tree. 

User The LDAP user. CMO requires an LDAP user to communicate with LDAP. 

If the password is changed on the LDAP server, the new password must also be changed here 

by clicking the Change Password button. 

To enable WS Access Service, if Internal Authentication is disabled, you define the user and 

password on the LDAP server.  

 Internal Authentication 

When you enable Internal Authentication in the Service tab, CMO users are identified 

according to the user information stored in the Authentication Service configuration. This 

Internal Authentication tab is only accessible when Internal Authentication is enabled in the 

Service tab. 

The Internal Authentication tab allows you to add, edit, or delete CMO users. 
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Figure 29: Authentication Configuration - Internal Authentication tab 

 Configuring CMO users for Internal Authentication 

CMO users can be added, edited, or deleted as required. There are specific requirements 

when setting up users for WS Access, detailed below. 

To add a new CMO user: 

1. Click Add as shown in the figure above. The Add CMO User dialog is displayed. 

 

Figure 30: Add CMO User dialog 
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2. Enter the desired user ID, a meaningful description of the user (optional), and the 

user's role. 

3. In both the DICOM Identification Attributes tab and the HTTP Identification 

Attributes tab, define the values of those user attributes that will be used to identify 

the CMO user for the incoming request. You must define values for all attributes 

selected as criteria in the Service tab.  

4. Click Multiple Values if you want attributes to have more than one value. 

5. Use the Flow Mappings tab to map between message types, initial sending service 

types, and the target business flows to be used for processing incoming requests 

issued by this CMO user.  

To add a new flow mapping, click Add. The Add Flow Mapping dialog is displayed. 

 

Figure 31: Add Flow Mapping dialog 

6. Select the desired combination of Message Type, Initial Sending Service Type, and 

Flow. 

7. Click OK , and repeat the process as necessary to add additional flow mappings. 

Click OK . 

To enable WS Access Service: 

1. In the HTTP Identification Attributes tab, type the user name and password. 
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2. In the Flow Mappings tab:  

o Add the C-FIND message type and select WsAccess as the Initial Sending 

Service Type. 

o Add the ASSOCIATION message type and select WsAccess as the Initial 

Sending Service Type. 

 Log Tab 

For information about Service logs, see the Logs section on page 19. 

 Hot Configurability 

All Authentication service parameters are hot-configurable. A service restart is not required 

for the changes to take effect. 

4.8 Notification Service 

The Notification service is responsible for collecting diagnostic data (notifications) from all 

services and saving them in a database. Notifications can also be sent to different email 

addresses according to settings are defined in the property file. You can modify these 

parameters in the Notification.properties file in the Notification folder. 

Notifications are sent under the following circumstances: 

Á When a service starts or stops 

Á When an error occurs, including the details of the error 

Á During flow execution, to show what happened during the course of message 

processing 

Á When transaction (request processing) begins and ends 

Á When service configuration is modified 

Á When a CMO user logs in or out  

You can see all notifications in the Diagnostics view of the console. For additional 

information about diagnostics, see page 77. 

 Different Categories of Messages 

Messages are categorized according to their severity: 

1. Critical ï Errors that prevent use of the system and require immediate attention (e.g., 

Resource Manager is down and there is no access to files). 

2. Major ï The system is not working properly, but it is still usable (e.g., ñtimeoutò events 

due to limited resources). 
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3. Ignored ï Errors that are not defined as critical or major (e.g., bad username/password) 

are ignored, and no emails are sent. 

The types are categorized according to filters that are entered in the property file. These 

configurations should only be modified by advanced users who are familiar with the different 

messages. 

Four filters  determine the category of a given message:  

Á CriticalInclude & CriticalExclude ï Messages that fit the CriticalInclude filter and 

not the CriticalExclude filter are considered critical  

Á MajorInclude & MajorExclude ï Messages that fit the MajorInclude filter and not 

the MajorExclude filter are considered major  

Each filter is composed of several expressions, and each expression is a combination of six 

different fields in this format:  

Service/Status/Type/Sub-Type/Message type/flow-id 

The Configuring the Filters ï Advanced Users Only section below describes how to define 

the filters. 

 Email Timing 

The notification service sends three different types of emails:  

Á Immediate notification of critical errors, sent every five minutes, and including all 

the critical events that occurred between five and ten minutes ago (if any). 

Á A summary email of the critical errors, sent every few hours. 

Á A summary email of the major errors, sent every few hours.  

The parameters in the property file: 

Á SummaryMail_Critical ï How often to send a summary of the critical events.  

Á SummaryMail_Major ï How often to send a summary of the major events.  

Á EmailHourInDay ï At which hour of the day are the emails sent. (E.g., if 

EmailHourInDay = 9, SummaryMail_Critical=12, and SummaryMail_Major=24, 

then you will receive summaries for major notifications every day at 9:00 am, and 

summaries of critical notifications at 9:00 and 21:00 every day). 

The possible values for the first two fields: 

Á EVERY_HOUR 

Á EVERY_TWO_HOURS 

Á EVERY_FOUR_HOURS 

Á EVERY_12HOURS 

Á EVERY_DAY 

Á EVERY_WEEK 

You can modify these parameters in the Notification.properties file in the Notification folder. 
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 Email Display 

The email contains two tables; one listing all transactions
1
 and the other listing the detailed 

transaction messages.  

To go directly from a transaction in the first table to the corresponding transaction message in 

the messages table, click the blue operation in the Description column. 

Columns in the first table (shown in Figure 32): 

Á Count ï The number of occurrences for this transaction. 

Á Description ï An informative name that describes the transaction. 

Á Services ï A list of the services that were invoked during this transaction. Services 

in red are services that had errors. 

Á Users ï The list of users that invoked this transaction. (?*?) 

Á Time Range ï The start time of the first occurrence of this transaction and the start 

time of the last occurrence. 

 

Figure 32: Sample list of transactions 

Columns in the transaction messages Table (shown in Figure 33): 

Á Service ï The name of the service that is affected. 

Á Type ï The type of the notification (e.g., ñstopò). 

Á Sub-Type ï The subtype of the notification (e.g., ñtimeoutò). 

Á Message Type ï The type of the message (e.g., ñc-findò, ñc-moveò). 

Á Description ï A description that is attached to the message, and the start of the error 

dump (if it has any content). 

Á Time ï The local time on the machine running the service. 

Á Location ï The address of the machine that runs the service (if the same service fails 

on several machines, then a list of their addresses is provided). 

                                                      

1
 A transaction is a group of messages that is triggered due to a single flow or a single event.  
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Figure 33: Sample of transaction details 

 Email Addresses and Servers 

You can define the email addresses to receive messages via an SMTP server using these 

property file fields: 

Á EmailAddresses ï Defines the email addresses to be notified with the different 

messages. There can be more than one address, each separated by a white space 

(ó ó).  

NOTE: If you leave this field blank, no emails are sent and all other configurations 

in this property file are discarded.  

Á SmtpPrimaryServer ï The SMTP server to use by default. 

Á SmtpSecondaryServer ï The backup server to use when the first server fails (not 

mandatory).  

You can modify these parameters in the Notification.properties file in the Notification folder. 

 Configuring the Filters ï Advanced Users Only 

Each filter is a group of six parameters that are delimited by a slash (ó/ô). The value for each 

parameter can be any of these: 

Á Its explicit name (e.g., ñx/error/x/x/x/xò for messages with a status field of ñerrorò). 

Á ó*ô to retrieve everything (e.g., ñx/*/x/x/x/xò for messages with a status field of 

ñerrorò, ñsuccessò, or neither ñerrorò nor ñsuccessò). 

Á ó-ô for null/empty values (e.g., ñx/-/x/x/x/xò for messages with a status field that is 

neither ñerrorò nor ñsuccessò). 

The six different fields (in order): 

1. Service ï The name of the affected service (e.g., WsAccess or AdminServer). 

2. Status ï The status of the message (Error or Success). 

3. Type ï The type of the notification (e.g., ñstopò). 

4. Sub-Type ï The subtype of notification (e.g., ñtimeoutò). 

5. Message type ï The type of the message (e.g., ñc-findò / ñc-moveò). 
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6. flow-id ï The ID of the flow of which this message is part (e.g., ñpanda-c-store-flowò). 

When you define a filter, all its criteria must be complete for it to be associated with a given 

message. 

 Example of a Property File 

 

The above example sends emails to admins@cmo.ibm.com via server1.smtp.com. If the send 

fails, emails are sent via server2.smtp.com. A summary of the critical messages are sent every 

couple of hours (at 12:00, 14:00, 16:00, é), and a summary of the major notifications are 

sent once a day (at 9:00).  

All errors besides timeout in DicomIn and ArchiveCm services are critical. Also, whenever a 

service stops it is considered critical. All messages that affect WsAccess are considered non-

critical. 

The major errors are all the errors besides the errors that involve the WADO Service with an 

operational type and no subtype, message type, or flow-ID.  

 Using the Service with Mobile Devices 

Since the service is based on regular email protocols, you can view these notifications on any 

mobile device with email capabilities (Figure 34).  

# Can be EVERY_HOUR, EVERY_TWO_HOURS, EVERY_FOUR_HOURS,  

# EVERY_12HOURS, EVERY_DAY, EVERY_WEEK 

SummaryMail_Critical   = EVERY_TWO_HOURS 

SummaryMail_Major   = EVERY_DAY 

# The hour in the day that the emails will be sent in 

EmailHourInDay    = 12 

# Email addresses (leave empty to receive no emails) 

EmailAddresses   = admins@cmo.ibm.com    

# SMTP servers 

SmtpPrimaryServer  = server1.smtp.com   

SmtpSecondaryServer   = server2.smtp.com 

# Critical - sent immediately  

CriticalInclude = {DicomIn/Error/*/*/*/*} {ArchiveCm/Error/*/*/*/*} {*/*/Stop/*/*/*}  

CriticalExclude= {*/*/*/timeout/*/*} {WsAccess/*/*/*/*/*}  

# Major sent in summary mails 

MajorInclude = {*/Error/*/*/*/*}  

MajorExclude = {Wado/Error/operational/-/ -/ -}  {*/success/*/*/*/*}   
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Figure 34: Sample email notification viewed on a mobile device 

 Log Tab 

For information about Service logs, see the Logs section on page 19. 

 Hot Configurability 

All Notification service parameters are hot-configurable. A service restart is not required for 

the changes to take effect. 

4.9 Transformation Service 

The purpose of the Transformation Service is to integrate CMO into the legacy system by 

allowing you to make changes to Bus Messages and/or incoming DICOM data so that they 

are compatible with CMO. The Transformation service can also be used for data 

de-identification purposes. 
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 Profiles Tab 

Each profile is a collection of transformations and comprises conditions that must be met and 

actions that are taken when those conditions are met. If the conditions are not met, the profile 

is not activated. 

By default, all profiles are deployed in a disabled state (appearing grayed out in the 

screenshot below), and transformation is not applied on incoming requests. 

 

Figure 35: Transformation Service - Profiles tab 

 Configuring Profiles 

Profiles can be added, edited or deleted as required. 

NOTES: 

Á Profiles cannot be added if there are no operations listed in the Operations tab. 

Á New profiles and operations should not be created without full understanding of 

DICOM, CMO Bus Message format, XPath, and JavaScript/Jython script writing. 
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To add a new profile: 

1. In the Profiles tab, click Add. The Add Profile dialog is displayed. 

 

Figure 36: Add Profile dialog 

2. Enter a name for the profile. 

3. Define the Section, which is the XPath to the XML element of the bus message for 

applying the profile. If there is more than one element for the specified XPath, 

transformation will be applied for all sections individually. 

NOTE: All XPaths defined later are relative to the section element. 

4. Enter the File Location, which is the XPath of the bus message XML element that 

defines the path (the actual file location on the file system) to the corresponding 

DICOM file. If there is no DICOM file used with a specific message type, leave this 

field empty. 
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5. Click Add to add all required conditions. The Add Condition Rule dialog is 

displayed. 

 

Figure 37: Add Condition Rule dialog 

6. Enter a name for the Condition Rule and then select the required operation. 

Operations are defined in the Operations tab. For condition rules, only operations that 

return Boolean (true/false) values can be selected. See the Operations section on page 

53 for additional information. 

7. Click Add to add an argument to the Condition Rule. The Add Argument dialog is 

displayed. 

 

Figure 38: Add Argument dialog 

8. Enter a name for the argument. The name should be exactly the same as one of the 

arguments used in the script implementing the operation selected in Step 5. See the 

Operations section on page 53 for additional information regarding operations 

implementation. 
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9. Select an argument type from the dropdown list: 

Argument Type Description 

CONST_VALUE Constant value. This is the value displayed in the 

Value field. 

MSG_XPATH The value is the XPath to an element in the Bus 

Message. 

MSG_DICOM_TAG The value is the DICOM tag group-element definition. 

The element is searched in the Bus Message under 

Section, as specified in step 3 on page 50. 

This argument is formatted as follows: 

<Group number>,<Element number> 

Where the group and element numbers are 4-digit 

hexadecimal numbers; for example, 0010,0010 for the 

patient name.  

FILE_DICOM_TAG The same as MSG_DICOM_TAG, but the tags are 

taken from and/or written to the DICOM file defined 

in the File Location property of the profile definition. 

 

10. Enter the required value for the argument in the Value field, and then click OK  to 

save the argument and close the Add Argument dialog, returning to the Add 

Condition Rule dialog. 

11.  Repeat this procedure to add additional arguments. 

12. Once all areas of the Add Condition Rule dialog have been filled in as necessary, 

click OK  to save condition rules and return to the Add Profile dialog. 

13. Select the Actions tab to define actions to be taken if all conditions are met. Actions 

are defined in the same way that conditions are defined. Return to Step 5, above, to 

follow this procedure and define your actions. 

14. Once all conditions and actions are defined as necessary, ensure that the 

Synchronization checkbox in the Add Profile dialog is configured according to your 

needs. Synchronization should be enabled to ensure that all changes made to the Bus 

Message tags are also applied to the DICOM file tags. 

NOTE: Synchronization works in this direction only. Synchronization does not 

ensure that changes made to the DICOM file tags are also made to the Bus Message 

tags. 

15. Click OK  to save the profile. 

To edit an existing profile: 

1. Select the profile to be edited, and click the Edit  button. 

2. Modify the profile as required, following the same steps as those given in the 

procedure for adding a profile. 
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 Operations Tab 

Operations are scripted procedures used by the conditions and actions defined in the profile, 

as described in the previous section.  

 

Figure 39: Transformation Service - Operations tab 
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 Configuring Operations 

Operations can be added, edited, or deleted as required. 

To add a new operation: 

1. In the Operations tab, click Add. The Add Operation dialog is displayed. 

 

Figure 40: Add Operation dialog 

2. Enter a name relevant to the operation being added, and (optionally) provide a 

description of the new operation.  

3. Select a script type (Javascript or Jython). 

4. In the Value field, write a script implementing this operation's logic. The script can 

introduce as many arguments as required. Any argument names can be used. 

To set argument values, use the following format:  

<arg1>.setValue(string)  

Where <arg1> is any argument name that has been introduced in the script. 

To retrieve the argument value, use this format: 

<arg1>.getValue() 

The last line of the script should be as follows (select "true" or "false"): 

result.setValue (true/false) 

5. Click OK  to save the operation. 
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To edit an existing operation: 

1. Select the operation to be edited, and click the Edit  button. 

2. Modify the operation as required, following the same steps as those given in the 

procedure for adding an operation. 

 Log Tab 

For information about Service logs, see the Logs section on page 19. 

 Hot Configurability 

All Transformation service parameters are hot-configurable. A service restart is not required 

for the changes to take effect. 

4.10 HL7 Service 

The HL7 Service provides an HL7-based interface to CMO. It serves as a gateway to the 

CMO system, allowing external applications and agents to interact with CMO by receiving a 

subset of the HL7 messages: 

Á ADT messages 

Á ORM messages 

The HL7 service provides the means to classify inbound HL7 messages and instruct CMO to 

perform operations such as patient information update and DICOM data caching. Events are 

classified as follows: 

Event Code Description  

A01  Patient Admitted  

A02  Patient Transferred  

A03  Patient Discharged  

A06  Patient Changed from an outpatient to an inpatient  

A07  Patient Changed from an inpatient to an outpatient  

A08  Patient Updated  

A28  Patient Added  

A40  Patient Merged  

O01  Order message (scheduled, updated, canceled, completed)  

 Admission, Discharge, and Transfer (ADT) Events  

Admission, Discharge, and Transfer events enable the transmission of patient status and 

information between applications that issue the order, by those that fulfill the order and other 

applications as required. Events provide patient-specific information for the patient whose 

patient ID can be found in the PID segment.  
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 Order Entry (ORM) Events  

Order Entry events enable the transmission of order information between applications that 

issue the order, by those that fulfill the order, and other applications as required. An order 

will typically be a Service Request for a specific patient whose patient ID can be found in the 

PID segment.  

 Communication Profiles  

CMO supports a TCP/IP socket interface. The HL7 event-sending application (typically the 

HIS/RIS) must connect to the socket used by CMO to send HL7 trigger events to it.  

Each HL7 message must be constructed according to the Minimal Lower Layer Protocol 

(MLLP). This protocol specifies that each message must be prefixed with a start character, 

0x0B; each segment within the message terminated with 0x0D; and the message itself 

terminated with stop characters 0x1C and 0x0D. CMO can receive multiple events on the 

same socket connection. 

For more information about the HL7 interface provided by CMO, see the CMO HL7 

Conformance document supplied with the CMO installation package.  

 Configuring HL7 

In the Service tab of the HL7 configuration editor, the only parameter that can be modified is 

the port number, located in the line displayed as follows: 

<entryPoints host="localhost" port=ò<port number>ò backlog="50"/> 

Change <port number> to the port number required for your organization, and click Save All 

to save your change. For this change to take effect, you must restart the service. 

 Log Tab 

For information about Service logs, see the Logs section on page 19. 

 Hot Configurability 

As stated in the above, the port number is the only parameter that can be changed in the HL7 

Service. This change is not hot-configurable and requires a service restart. A warning stating 

that a restart is required will be displayed.  

4.11  WS Access Service 

Web Services (WS) promote component reusability and a service-oriented approach to 

development. They are commonly part of a service-oriented architecture (SOA). This 

approach enables a focus on services (or loosely-coupled components) that can be 

dynamically composed. 

CMO provides a WS interface called WsAccess. This interface enables you to query DICOM 

images located on the local host by providing a set of criteria attributes. These attributes are 
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part of the DICOM metadata such as patient ID or the name of the referring physician. The 

results of the query include the image metadata and two WADO URLs to the image itself. 

The first URL can be used to retrieve the image using the HTTP protocol and show the image 

in an Internet browser as a JPG. The second URL sends the DICOM image to a preconfigured 

DICOM entity such as a DICOM workstation for more precise image analysis.  

This service is especially useful if you do not have the software for viewing a DICOM image 

and want to save it or view it in a browser window. 

 Making WS Access Available  

You can provide Internet access for end users (clients) by defining the users: 

Follow the specific instructions in the Authentication Service 

Parameters not listed above are hot-configurable. 

1. Authentication Service (HTTP Identification Rules and Configuring CMO users for 

Internal Authentication sections)  

2. Ensure the users are listed in the IBM CM Archiver Service in the User Profiles tab. 

3. Enable the users to get started quickly by providing them with the CMO Web Client 

Guide (separate document). 

 Configuring WS Access 

The only parameter that can be modified is the timeout in the WsAccess.properties file in the 

WsAccess folder: 

service.timeout.sec = 120 

Change the value to the number of seconds of inaction that can elapse before the service stops 

processing the request. 

 Log Tab 

For information about Service logs, see the Logs section on page 19. 

 Hot Configurability 

The WS Access service parameter is hot-configurable. The cache is emptied when the 

parameter is changed. A service restart is not required for the changes to take effect. 

4.12  WADO Service 

Web Access to DICOM Persistent Objects (WADO) is a part of the DICOM standard that 

defines a web-based method of access to DICOM persistent objects, (e.g. images, medical 

imaging reports). The CMO WADO service supports the retrieval of medical images via 

HTTP, using the DICOM Unique Identifiers. The CMO WADO service permits image 

retrieval in a presentation-ready form like JPEG, or in a native DICOM format. 
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 Using WADO URL 

The WADO URL is as follows: 

http://<Host>:<Port>/PandaWadoWeb/wado? 

requestType=<requestType>&contentType=<contentType>&studyUID=<studyUID>&series

UID=<seriesUID>&objectUID=<objectUID>&columns=<columns>&rows=<rows>&image

Quality=<imageQuality>&frameNumber=<frameNumber> 

Parameter Description Possible 
Values 

Mandatory 

Host The name of the computer on 

which CMO is installed 
- 

Yes 

Port The HTTP transport port 

number provided in the 

AboutThisProfile.txt  file (see 

page 17) 

- 

Yes 

requestType The request type WADO Yes 

contentType The type of the resultant image application/dicom 

image/jpeg 

image/bmp 

Optional. If 

missing, default is 

image/jpeg 

studyUID Study UID to which the image 

belongs 
- 

Yes 

seriesUID Series UID to which the image 

belongs 
- 

Yes 

objectUID Service Object Pair (SOP) 

instance UID of the image 
- 

Yes 

columns* Number of pixel columns 1-2000 Optional. Relevant 

only if contentType 

is image/jpeg 

rows* Number of pixel rows 1-2000 Optional. Relevant 

only if contentType 

is image/jpeg 

imageQuality The required image quality of 

the resultant image 

1-100 

(1=poor; 

100=best) 

Optional. If 

missing, default is 

'100' 

Relevant only if 

contentType is 

image/jpeg 

frameNumber The required frame number Integer >= 0 Optional. If 

missing, default is 

0 

*NOTE: CMO maintains the correct aspect ratio for images:  

¶ If you specify both ñrowsò and ñcolumnsò parameters, CMO interprets them as 

maximum values and chooses a size for the image within these constraints while 

maintaining the aspect ratio.  

¶ If you specify only one of the parameters, CMO maintains the aspect ratio.  
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¶ If you specify neither parameter, the image is sent according to its original size. 

 Configuring WADO 

You can modify these parameters in the Wado.properties file in the WADO folder. 

Parameter Description 

service.timeout.sec The number of seconds of inaction that elapse before the service stops 

processing the request; e.g., 120. 

service.cache.size The maximum number of DICOM files that can be saved in the WADO 

cache. 0 indicates that there is no cache. 

 Log Tab 

For information about Service logs, see the Logs section on page 19. 

 Hot Configurability 

The WADO service parameters are hot-configurable. The cache is emptied when the 

parameter is changed. A service restart is not required for the changes to take effect. 

4.13  DICOM Federation Service 

Goals of the DICOM Federation service: 

Á Connect to DICOM sources such as PACS systems dispersed on the network in a 

hospital or group of hospitals 

Á Provide a single access point to all dispersed DICOM sources 

Á Enable searching for DICOM images and consolidating the results of queries 

Á Route requests to specific DICOM sources to retrieve DICOM images to their 

intended destination 

Á Work in conjunction with other CMO services to address more complex scenarios 

To search, DICOM Federation service runs the C-FIND operation. To request a file, it runs 

the C-MOVE operation. (For more information about these operations, see the DICOM In 

Service 

Parameters not listed above are hot-configurable. 

DICOM In Service section.) 

 Configuring DICOM Federation  

You can modify these parameters in the DicomFederation.properties file in the 

DicomFederation folder. 


















































